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Recommendation 
on how to correct 
the vulnerability. 

Compass rating of 
the weakness and 
the corresponding 
threat: 
�  : Low  
��  : Medium  
���  : High 

Normally left blank. 
 
The customer’s 
comment regarding 
this issue. 
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Goal  Determine the used product and version. 

Preparation Tools: 
·  Telnet 
·  netcat  

�

No Description of Test Expected 
Result 

Actual Result PASS 
FAIL 

1 Determine the server 
banner in the HTTP 
response, e.g.: 
 
GET / HTTP/1.0 

No version 
information is 
available. 
 

Microsoft IIS 5.0 
banner disclosed. 

FAIL 

 

Details Concerning Number 1 
# netcat www.glockenemil.ch 80  
HEAD / HTTP/1.0 
 
HTTP/1.1 302 Object moved 
Server: Microsoft-IIS/5.0 
Date: Tue, 23 Apr 2008 13:00:54 GMT 
X-Powered-By: ASP.NET 
Location: http://www.glockenemil.com/index.asp 
Connection: Keep-Alive 
Content-Length: 154 
Content-Type: text/html; Charset=utf-8 
Set-Cookie: asdf=asdf; expires=Thu,22-Apr-2009 23:0 0:00 GMT; 
path=/ 
Set-Cookie: ASPSESSIONIDOKEJDNG=FOCKKHMCFANJOHNDGLPINMCO; path=/ 
Cache-control: private 
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