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@ @ Set Up a Connection or Metwork

Choose a connection option

Ita

D Set Up a Network
<agp Configure a new router or access point.

Ly Manually connect to a wireless netwoerk

#= Setup adial-up connecticn

Connect to a workplace

Set up a dial-up or VPN connection to your work

<ag-, Connectto a hidden network or create a new wireless profile.

& >etup awireless ad hoo (computer-to-computer] network
&~N Set up a temporary network for sharing files or an Internet connection.

: Connect to the Internet using a dial-up connection.
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Ita

@ [;n Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)

Connect using a virtual private network (WVPMN) connecticn threugh the Internet,

N e

< Dial directly

Connect directly to a phone number without going through the Internet,

| VE—

What is a VPN connection?
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@ L:EI Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 775615776 €

23

Destinaticn name: VPN Mobile <€

[ Use a smart card

'ﬁ‘:ﬂ' [] Allow cther pecple to use this connecticn

This opticn allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so 1 can connect later

[ Mext ][ Cancel
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@ L:I] Connect to a Workplace

Type your user name and password

User name: andi

Password: ".".".".|
[7] Show characters
[] Remember this password

Damain (cpticnal):

o] ® |

Create ][ Cancel
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= VPN Mobile Properties

General |Dptin:|ns | Security I Metworking I Sharingl

Send Fesdback [mEdm|

Host name or |P address of destination (such as microsoft.com or
157.54.0.1 or 3fe 12341117

First connect

Windows can first connect to a public netwonk, such as the
Intemet, before tnving to establish this virtual connection.

[] Dial another connection first:

See our online privacy statement for data collection and use
infamatian.

[ oK J [ Cancel
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= VPN Mobile Properties

| General | Ciptions | Security | Metworking I Sharingl

Send Fredback [medm|

Type of WPN:

IKEw2

7)

’ Advanced settings ]

Data encryption:

Require encryption {disconnect i server declines)

)

Authentication
(™) Use BExtensible Authentication Protocol (EAP)

i@ Use maching certficates
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Connect VPN MS-CHAPvZ Send Feedback |miidm|

User name: andi
FPaszsword: iiil-l-ilil
Domain: HSR

Save this user name and password for the following users:

i@ Me only

@l Anyone who uses this computer

I Connect I[ Cancel H Properties H Help
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#/etc/ipsec.secrets

: RSA koalaKey.pem

#/etc/ipsec.conf

conn win7
keyexchange= ikev?2
authby= rsasig
left=%any
leftsubnet= 0.0.0.0/0
leftcert=koalaCert.pem
leftid=@koala.strongswan.org
leftfirewall=yes
right=%any
rightsourceip= 10.10.3.0/24
auto=add

#/etc/strongswan.conf

charon {
dnsl =62.2.17.60
dns2 =62.2.24.162
nbnsl =10.10.1.1
nbns2 = 10.10.0.1
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[NET] received packet: from 193.247.250.37[506] to 77.56.157.76[500]

[ENC] parsed  IKE_SA_INIT request 0 [SA KE No N(NATD_S_IP) N(NATD _D_IP)]
[IKE] 193.247.250.37 is initiating an IKE_SA

[IKE] remote host is behind NAT

[ENC] generating IKE_SA_INIT response 0 [ SA KE No N(NATD_S_IP) N(NA TD_D_IP) CERTREQ ]
[NET] sending packet: from 77.56.157.76[500] to 193 .247.250.37[506]
[NET] received packet: from 193.247.250.37[3226] to 77.56.157.76[4500]
[ENC] parsed IKE_AUTH request 1 [ IDi CERT CERTREQ AUTH N(MOBIKE _SUP) CP SA TSI TSr]
[IKE] authentication of 'C=CH, O=Linux strongSwan, CN=Dbonsai.strongswan.org’
with RSA signature successful
[IKE] IKE_SA win7[1] established between 77.56.157. 76[koala.strongswan.org]
...193.247.250.37[C=CH, O=Linux strongSwan, CN=bons ai.strongswan.org]
[IKE] assigning virtual IP 10.10.3.6 to peer
[ENC] generating IKE_AUTH response 1 [ IDr CERT AUTH CP SA TSi TSr N (MOBIKE_SUP)
N(ADD_4 ADDR) N(ADD_4 ADDR) ]
[IKE] CHILD_SA win7{1} established with SPIs c97fa2 01 ie7d5941a o
and TS 0.0.0.0/0 === 10.10.3.6 /32
[NET] sending packet: from 77.56.157.76[4500] to 19 3.247.250.37[3226]
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