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#/etc/ipsec.conf

conn win7
keyexchange= ikev2
authby= rsasig
left=%any
leftsubnet= 0.0.0.0/0
leftcert=koalaCert.pem
leftid=@koala.strongswan.org
leftfirewall=yes
right=%any
rightsourceip= 10.10.3.0/24
auto=add

#/etc/ipsec.secrets

: RSA koalaKey.pem

#/etc/strongswan.conf

charon {
dns1  = 62.2.17.60 
dns2  = 62.2.24.162
nbns1 = 10.10.1.1
nbns2 = 10.10.0.1

}
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[NET] received packet: from 193.247.250.37[506] to 77.56.157.76[500]
[ENC] parsed IKE_SA_INIT request 0 [SA KE No N(NATD_S_IP) N(NATD _D_IP)]
[IKE] 193.247.250.37 is initiating an IKE_SA
[IKE] remote host is behind NAT
[ENC] generating IKE_SA_INIT response 0 [ SA KE No N(NATD_S_IP) N(NA TD_D_IP) CERTREQ ]
[NET] sending packet: from 77.56.157.76[500] to 193 .247.250.37[506]
[NET] received packet: from 193.247.250.37[3226] to  77.56.157.76[4500]
[ENC] parsed IKE_AUTH request 1 [ IDi CERT CERTREQ AUTH N(MOBIKE _SUP) CP SA TSi TSr ]
[IKE] authentication of 'C=CH, O=Linux strongSwan, CN=bonsai.strongswan.org‘

with RSA signature successful
[IKE] IKE_SA win7[1] established between 77.56.157. 76[koala.strongswan.org]

...193.247.250.37[C=CH, O=Linux strongSwan, CN=bons ai.strongswan.org]
[IKE] assigning virtual IP 10.10.3.6 to peer
[ENC] generating IKE_AUTH response 1 [ IDr CERT AUTH CP SA TSi TSr N (MOBIKE_SUP)

N(ADD_4_ADDR) N(ADD_4_ADDR) ]
[IKE] CHILD_SA win7{1} established with SPIs c97fa2 01_i e7d5941a_o

and TS 0.0.0.0/0 === 10.10.3.6 /32
[NET] sending packet: from 77.56.157.76[4500] to 19 3.247.250.37[3226]
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