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What is Spam?

E-malil spam, known as unsolicited bulk Email (UBE), junk maill,
or unsolicited commercial email (UCE), Is the practice of
sending unwanted e-mail messages, frequently with commercial
content, in large quantities to an indiscriminate set of recipients.

Source: http://en.wikipedia.org/wiki/Spam_(electronic)
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Daily Spam Volume

83.50% lIronPort SenderBase 1
86.70% junk-o-meter.com?
88.04% Barracuda Networks?
99.10% Marshal 2

1 As of 2009-03-21
2 Statistics for Week ending March 15, 2009
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Top Spam sources by country
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Source: http://www.barracudacentral.org/data/spam
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Some Spam examples:
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What is phishing?

In the field of computer security, phishing is the criminally
fraudulent process of attempting to acquire sensitive
Information such as usernames, passwords and credit card
details by masquerading as a trustworthy entity in an electronic
communication.

Source: http://en.wikipedia.org/wiki/Phishing
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What will be phished?

 Credentials for online banking
» Credentials for various online services like
— Facebook
— Myspace
— Hotmail / MSN live
— ebay
— PayPal
— Amazon
— and many more
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Phishing techniques

There are several technigues to steal account information. The
two most common ways are:

* Phishing emails (with a link to a forgery website)
* Phishing using malware / keyloggers



abuse.ch

The Swiss Security Blog

Online threats today - Phishing

g PostFinance - E-finance - Windows Intermet Exp[n; -

v g’ http://213.183.170.206/ & finance/postfinan

Using phishing mails containing a link to a forgery website

Link to a forgery website
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Dropzone

Attacker

TPlIuishinq using malware on the \

Victim visits a infected website

Account Nr: 123456
Password: justapassword

(drive-by infection)

Victim‘s system is unpatched and vulnerable

Victim

Account Nr: 123456
Password: justapassword

Redirect traffic X >

ebanking.bank.ch
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What happens with the stolend data?
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What is malware?

Malware [...] is software designed to infiltrate or damage a
computer system without the owner's informed consent. [...]
Malware includes computer viruses, worms, trojan horses, most
rootkits, spyware, dishonest adware, crimeware and other
malicious and unwanted software.

Source: http://en.wikipedia.org/wiki/Malware
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Malware

Viruses

Worms

Trojan horses

Rootkits

Adware

Spyware

A virus is a program, which copy ist own program code
into other files.

A worm is a programm which uses a network to copy
itself to other computers.

A trojan is a programm which is used to allow unauthorized
access to the host machine.

A rootkit is a program designed to hide or obscure the
fact, that a system has been compromised.

Adware are programms, which automatically display
advertisements. Additionally, adware often contain spyware

Spyware are programms which collect information about a
user without the user‘s knowledge.



Online threats today — Drive-By infections

a3ll.ru
3

The website tries to exploit vulnearable software
which is istalled on the victim‘s computer

GET load.exe

Installed applications on victim‘s computer

Victim
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What is Rogue Software?

Rogue (security) software is software that uses malware [...] to
advertise or install itself or to force computer users to pay for
removal of nonexistent malware. Rogue security software is also
known as scareware.

Source: http://en.wikipedia.org/wiki/Rogue software
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How can | get ,infected”?

 Drive-By infection
e Using malware to install itselfs on victim’s computer (eg. Zlob)
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How can | get ,infected”?

« Change Desktop Wallpaper

e Install itself on the Taskbar (Tray Icon)

« Change Screensaver (imitating a Bluescreen)

» Fake malware detection

« Fake malware scans

 Try to force the computer user to buy the software
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Example: Antivirus XP 2008



Online threats today — Social Engineering

Social engineering is the act of manipulating people into
performing actions or divulging confidential information
(wikipedia).

Social Engineering is often used to install malware on the
victims computer or to phish credentials of the victim

Social Engineering is quite common today. The swiss internet
community already saw a handful attacks where the
cybercriminals used social engineering to mislead the victim
to install malware on the computer.
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An example of Social Engineering (used to install a banking
trojan on swiss computers in January 2009):

Von: “Swiss Kontakt” support@?20min.ch

Betreff: ZURICH ALARM:Die Gesamtzahl der Neueinsteigerinnen ist
mit 605 tiefer als 2007 (645) ZURICH

50 Prozent mehr Ost-Prostituierte
Die Zahl der Prostituierten aus Osteuropa wachst rasant: Von dort

stammt fast die Halfte der Frauen, die 2008 von der Stapo Zlrich neu
registriert worden sind.
Bis ins Einzelne>> <

Link to forgery website eg.:
e chminuten.com
e 20Mitunen.com

Mit den herzlichen Grif3en,
Carlos Hanley.
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Another example (used in February 2009 to phish credentials of
autoscout24.ch users):

Von: info@autoscout24.ch
Betreff: Verkaeufer Informationen Haben Erfordert

l@mrvr@mm—m I
L [tglied Au utZ4,

Wir haben kurzlich bemerkt, dass eine oder mehr Versuche in zu lhrem
autoscout24 Konto von einem auslandischen IP Adresse loggen..

Wenn Sie kurzlich auf Ihr Konto zugegriffen haben, wahrend Reisen, durfte der
ungewohnliche Klotz in Versuchen von Ihnen eingeleitet worden sein. Jedoch,
wenn Sie den Klotz in nicht eingeleitet haben, bitte Besuch autoscout24 sobald
moglich, Ihre Identitat zu beglaubigen:
http://autoscout24-reg.info/home/index/login.asp/ve rify.html

[.]

Mit freundlichen Grussen,

AutoScout24 Team,




Online threats today — Bothets

A botis a computer which is infected which malware and
which connects to a command and control center (C&C). Bots
are also called zombies.

* A bot normaly connects to a C&C server to receive new
commands (for example starting a new spam campain).

 Such a client-server infrastructure is called botnet. A botnet
can be very powerful and can be sized from a few dozend
bots up to millions of bots around the world.

e The cybercriminal which owns the botnet is called botmaster.
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Money mules

« A money mule is a person who transfers and reships money
that have been fraudulently obtained using a phishing attack.

« A money mule is needed to hide the traceabillity of the
cybercriminals.

 Cybercriminals are using fake websites or scam emails to
recruit money mules in the victim‘s country.

* |f you act as a money mule in switzerland, you will be
punished by the swiss law enforcement (Art. 305- panel law,
money laudering)
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Sample of a money mule recruitment mail, targeting swiss users:
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Sample of a money mule recruitment website:
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Conclusion

 |ts all about money — today the cybercriminal no longer
searches for tribute but for money.

e The cybercriminals of today have business-models to earn
their money (for example selling their botnet to other
criminals).

« The method which are used to infect the clients become more
and more sophisticatedly (example: drive-by infection and
rootkits).

e Social engineering is a key point of the attack against internet
users (example: spam wave forge 20min.ch to infect
computers).

« With cheap toolkits like the ZeuS crimeware even amateurs
ca be cybercriminals.
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