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First part
–

FastFlux



What is FastFlux?

FastFlux is a DNS technique used by cyber-criminals to hide their criminal
activities.

;; QUESTION SECTION:
;abuse.ch. IN A

;; ANSWER SECTION:
abuse.ch. 8600 IN A       88.80.216.114

A normal DNS-record looks like:

;; QUESTION SECTION:
;aayears.cn.                    IN      A

;; ANSWER SECTION:
aayears.cn.             180     IN      A       79.121.107.252
aayears.cn.             180     IN      A       80.161.14.72
aayears.cn.             180     IN      A       85.198.92.214
aayears.cn.             180     IN      A       89.147.93.230
aayears.cn.             180     IN      A       89.156.136.5
aayears.cn.             180     IN      A       91.122.155.96
aayears.cn.             180     IN      A       66.214.32.13

..while a FastFlux hosted domain looks like this:



Mostly between 1 and 4 A records

What is FastFlux?

Lets take a deeper look into the DNS records:

;; ANSWER SECTION:
abuse.ch. 8600 IN A       88.80.216.114

Normal DNS-record:

Long time to live (TTL) Host (webserver / Load Balancer)

;; ANSWER SECTION:
aayears.cn.             180     IN      A       79.121.107.252
aayears.cn.             180     IN      A       80.161.14.72
aayears.cn.             180     IN      A       85.198.92.214
aayears.cn.             180     IN      A       89.147.93.230
aayears.cn.             180     IN      A       89.156.136.5
aayears.cn.             180     IN      A       91.122.155.96
aayears.cn.             180     IN      A       66.214.32.13

FastFlux DNS-record:

Short time to live (TTL) Flux agents (Bots / infected machines) 

Between 4 and 15 A records



What is FastFlux?

Single-Flux: A records are constantly changing (used by the most
FastFlux botnets like Warezov, Waledac, RockPhish and Storm)

Double-Flux: A records and NS records are constantly changing (eg. used
by Asprox):

;; QUESTION SECTION:
;advabnr.com.                   IN      NS

;; ANSWER SECTION:
advabnr.com.            600     IN      NS      ns4.advabnr.com.
advabnr.com.            600     IN      NS      ns20.advabnr.com.
advabnr.com.            600     IN      NS      ns1.advabnr.com.
advabnr.com.            600     IN      NS      ns5.advabnr.com.
advabnr.com.            600     IN      NS      ns7.advabnr.com.
advabnr.com.            600     IN      NS      ns6.advabnr.com.
advabnr.com.            600     IN      NS      ns17.advabnr.com.
advabnr.com.            600     IN      NS      ns10.advabnr.com.
[…]



What is FastFlux?

������

Normal HTTP get query:

HTTP GET

Response & Content



What is FastFlux?

HTTP query to a FastFlux node:

HTTP GET

Response & Content FastFlux node
(bot / infected machine)

FastFlux mothership

Redirect HTTP GET request

Response & Content



Who is using FastFlux?

• RockPhish (TTL 600)
• Waledac trojan (TTL 0)
• Storm trojan (TTL 0)
• Warezov trojan (TTL 1800)
• Asprox trojan (TTL 600/1800)
• Various Spam-Brands (TTL 180 / 300 / 600 / 3600)



Tracking FastFlux botnets

There are various online services which are currently tracking
FastFlux bots and Fluxy domains:

• Spamhaus Exploits Block List (XBL), also known as 
Composite Blockling List (CBL)

• FluXOR project from LaSeR (Università degli Studi di Milano)
• ATLAS Global Fast Flux Summary Report (Arbor Networks)
• abuse.ch FastFlux Tracker (drone.abuse.ch)



Tracking FastFlux bots with drone.abuse.ch

Domain DB

FastFlux Tracker

FastFlux Tracker DB

serving IP DNSBL

Serving FastFlux feed to thirdparties
(eg. via plain-text feed or an
extended DNSBL lookup)

Serving FastFlux RSS feed to 
CERTs and ISPs

FastFlux Tracker web interface (dnsbl.abuse.ch)

drone.abuse.ch

fluxy.domain.tld

Get DNS record



Tracking FastFlux botnets

You can simply check by yourself if a domain is FastFlux hosted 
or not, by using one of the following unix commands:

nslookup –type=a domain.tld
dig domain.tld a
host –t a domain.tld



FastFlux botnet statistic

Source: dnsbl.abuse.ch

Number of bots in FastFlux botnets
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FastFlux botnet statistic

Source: dnsbl.abuse.ch
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FastFlux botnet statistic

Source: dnsbl.abuse.ch

Botnet location

Russia
23%

Israel
6%

other
39%

Spain
3% Korea

3%
Germany

10%

United States
16%



FastFlux botnet statistic

Source: dnsbl.abuse.ch

55.1755‘678Other

2.142‘155HanseNet

2.292‘308Arcor IP-Network
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2.662‘686Deutsche Telekom
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Top Ten ISPs



FastFlux botnet statistic

Source: dnsbl.abuse.ch

Categories

spam related
63%

phishing related
4%

malware related
30%

scam related
3%



Conclusion

• We can shutdown single-flux botnets „easily“ by shutdown
the responsible nameservers (if they are not bullet proof
hosted)

• Its hard to shutdown double-flux botnets due to the fact, 
that the responsible nameservers are FastFlux hosted too

• Double-flux will become (unfortunately) more and more
common

• Registrars can avoid double-flux by limiting the rate at 
which changes can be made to authorative DNS servers
(eg. maximum one change per 24 hour)



Second part
–

ZeuS crimeware



What is ZeuS?

• ZeuS is a crimeware kit, which steals credentials for various
online services like social networks, online banking accounts, 
ftp accounts, email accounts and other. 

• The trojan is also known as Zbot / WSNPoem. The web 
admin panel can be bought for 700$¹ and the exe builder for
4‘000$². 

• The cybercriminal is able to define the „targets“ of his phishing
attack by him self (using an encrypted config file).

• Latest version of the crimeware kit is 1.2.1.11.

¹ source: RSA Security 4/21/2008
² source: Prevx 3/15/2009



What is ZeuS?

The crimeware kit contains the following modules:
• A web interface to administrate the botnet (ZeuS Admin Panel)
• A tool to create the trojan binaries and encrypt the config file, 

called exe builder

Some features of ZeuS:
• Capture credentials out of HTTP-, HTTPS-, FTP-, POP3-Traffic 

or out of the bot's protected storage
• Group the infected clients into different botnets
• Integrated SOCKS-Proxy
• Web form to search the captured credentials
• Encrypted config file
• Function to kill the Operating System (OS)



What is ZeuS?

The ZeuS crimeware is using a config file which is applied to the
infected computer (bot). Currently there are two versions of the
config-file out there: 

Version 1
Config-file is scrambled (not encrypted!). If you know the algorithm, 
you can descramble ALL config files which are v1. There is already
a public tool available to descrable v1 config files.

Version 2
Config-file is encrypted. Each ZeuS installation has its own key to 
decrypt the config file. If you have the ZeuS binary, you can extract
the key and decrypt the config file v2. No public tool available.



What is ZeuS?

Sample content of a ZeuS config file (decoded):

<Msg ID=20002 URLLastBinary FileLen=33 RealLen=33 Type='Uncompressed' TypeCode=20000000> 
http://maaroto.com/blob2/nuip.exe

</Msg> 
<Msg ID=20003 URLServer0 FileLen=29 RealLen=29 Type='Uncompressed' TypeCode=20000000> 

http://maaroto.com/blob/s.php
</Msg> 
<Msg ID=20004 URLAdvServers FileLen=37 RealLen=37 Type='Uncompressed' TypeCode=20000000> 

http://maaroto872342.com/cf44g1.bin
</Msg> 
<Msg ID=20006 HTTPBotlogFilter FileLen=153 RealLen=188 Type='Compressed' TypeCode=20000001> 

!*.microsoft.com/* 
!http://*myspace.com* 

</Msg> 
<Msg ID=20008 HTTPFakesList FileLen=621 RealLen=1974 Type='Compressed' TypeCode=20000001> 

https://signin.ebay.com/ws/eBayISAPI.dll?co* 
https://sitekey.bankofamerica.com/sas/signon* 
https://www.paypal.com/*/cgi-bin/webscr?SESSION*
https://onlineservices.wachovia.com/auth/AuthServ*
https://banking.*.de/cgi/ueberweisung.cgi/*

[…]

Latest trojan binary

Dropzone

Latest config file

Watching for these URLs

Fake / redirect
these URLs



ZeuS Builder

The ZeuS Builder is used to create the ZeuS config file as well as 
the ZeuS binary file.

Config file (in plain text)

Build config Build binary



ZeuS EULA

The criminals who sell the ZeuS crimeware kit have added an end-
user license agreement (EULA) to their product.

The vendor of the ZeuS crimeware kit…
… provides professional technical support to the customer.

The customer…
… is not authorized to disassemble or analiyse the code of bot nor
the builder.
… is not authorized to submit parts of ZeuS to antivirus vendors.

If the customer violates this end-user license agreement (EULA), 
[…] the bot of the customer will be immediatly submitted to 
antivirus vendors.



Tracking ZeuS C&Cs

Currently, there is only one public service available which is
tracking malicious ZeuS hosts (C&Cs):

• abuse.ch ZeuS Tracker BETA



abuse.ch ZeuS Tracker BETA

Input DB

Threat Experts

Malware Domain List (MDL)

Submissions from third parties

ZeuS Tracker

ZeuS Tracker web interface (zeustracker.abuse.ch)

User submissions

evil-zeus.domain.tld

Serving RSS feed for CERTs and ISPs

Providing ZeuS IP- and Domain Blocklist

ZeuS Tracker DB

Online?

->Get configs

->Get binaries



How to get infected?
Spam-Mail with malicious attachments (eg. Rechnung.rar):

Betreff: Leihvertrag

Sehr geehrter Kunde, sehr geehrte Kundin!
Ihr Abbuchungsauftrag Nr. 060659920298 wurde erfullt.
Ein Betrag von 8530.00 EURO wurde abgebucht und wird in 
Ihrem Bankauszug als “Paypalabbuchung ” angezeigt.
Sie finden die Details zu der Rechnung im Anhang

PayPal (Europe) S.224; r.l. & Cie, S.C.A.
22-24 Boulevard Royal
L-2449 Luxembourg

Vertretungsberechtigter: Brent Bellm
Handelsregisternummer: R.C.S. Luxembourg B 118 349



How to get infected?
Spam-Mail with a link to a malicious domain:

Betreff: Nachricht über eine radioaktive Kontamination in der Schweiz.. 

Auf Internetforums erschienen Nachrichten über eine gewaltige Explosion auf 
dem Schweizer Atomkraftwerk um Genf herum, die nach den Worten von 
Augenzeugen am 31. Dezember etwa um 15 Uhr stattgefunden hatte.Im
Einzelnen machte eine Bürgerin dieser Stadt einen telefonischen Anruf und teilte 
ihren Verwandten mit, dass in der Stadt der Strohm abgesperrt werde, damit man 
keinen Menschen anrufen könnte. Sie behauptet, dass es auf dem Atomkraftwerk 
wirklich eine Explosion gegeben habe, und dabei eine sehr mächtige, und dass 
eine Strahlungswolke erstrecke sich jetzt. In privaten Gesprächen wird diese 
Information von Amtsträgern inoffiziell bestätigt.

Ausserdem legen die Ortsbewohner Fotos in seinen Blogs hinaus, auf denen 
Explosionsfolgen und Körper der Beschädigten dargestellt sind.
Blog: http://geocities.com/EdgarRivers



How to get infected?
Drive-By infections (using toolkits like El Fiesta, Neosploit etc):



How to detect ZeuS infections?

%WINDIR%\system32\twain_32\use
r.ds

%WINDIR%\system32\sysproc64\sy
sproc32.sys

%WINDIR%\system32\wsnpoem\vid
eo.dll

%WINDIR%\system32\twain_32\loc
alds.cla

%WINDIR\system32\sysproc64\sys
proc86.sys

%WINDIR%\system32\wsnpoem\au
dio.dll

%WINDIR%\system32\twext.exe%WINDIR%\system32\oembios.exe%WINDIR%\system32\ntos.exe

Variant 3Variant 2Variant 1

Ntos.exe: Trojan binary
Audio.dll: Contains the stolen data
Video.dll: Contains the encrypted config



Cleaning ZeuS infections

Cleaning ZeuS infections is pretty simple. Just run an AntiRootkit
tool to destroy the malicious trojan:



Insight a ZeuS C&C server

There are a lot of insecure ZeuS installations out there, where you
can easily gain access to the ZeuS Panel or the MySQL database.

For this live demo I use such a insecure ZeuS installation which was 
hosted on 220.196.59.18 (AS9800 - UNICOM CHINA):

Config file: opexti.cn/cp/cfg.bin
Binary: opexti.cn/cp/ldr.exe
Dropezone: opexti.cn/cp/s.php
ZeuS Admin Panel: opexti.cn/cp/in.php

The C&C server was online for 25 days (2009-02-13 until 2009-
03-09). During this period, the cybercriminal has captured over
3�677�358 datasets from total 3‘985 infected clients.



ZeuS statistic

Botnet size
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ZeuS statistic
Botnet Geo location



ZeuS statistic

Geo location

Great Britain
27%

Russia
23%
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16%

Thailand
13%

United States
11%

other
10%



ZeuS statistic
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Live demo ZeuS



Conclusion

• ZeuS crimeware is very successful
• The crimeware kit constantly develops further
• High flexible config file
• Oganisation and marketing behind the ZeuS crimeware is

well-organized (eg. EULA)
• ZeuS groups are figthing each other (eg. stealing the botnets

of each other)



End
-

Questions?

mailto: admin[at]abuse.ch


