


From: Trustwave Advisories 

Sent: Tuesday, February 9th 2010 23:41

...SpiderLabs has documented view state tampering 

vulnerabilities ... View states are used by some 

web application frameworks to store the state of 

HTML GUI controls. View states are typically 

stored in hidden client-side input fields, 

although server-side storage is widely supported. 

Credit: David Byrne of Trustwave's SpiderLabs
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<script runat="server">

protected void Page_Load(object sender, Event...

if (!IsPostBack) {

myLabel.Text = "Here you can download...

}

}

</script>

<asp:Content runat="server" ContentPlaceHolderID...

<asp:Label ID="myLabel" runat="server">

</asp:Label>



<form name="aspnetForm" method="post" id="asp...

<input type="hidden" name="__VIEWSTATE“ id="__V...

value="/wEP0aWpA45OkQLP9+4sT2...YW1lcw=" />

...

Download tool</span></h1>

</div>

...

<div class="entry">

<span id="ctl00_plhContent_myLabel">

Here you can download everything you wan...

</span>



...

<input type="hidden" name="__VIEWSTATE“ id="__V...

value="/wEP0aWpA45OkQLP9+4sT2...YW1lcw=" />
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__VIEWSTATE

Text InnerHTML
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<form id="Form1" method="GET" runAt="server,...

<label for="inpSearch">Search: </label>

<input value='<%=Request.QueryString["search"]%>' 

type='text' id='search' name='search'>

<input type="submit" />

</form>
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Server.HtmlEncode("<b>") => &lt;b&gt;
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<form id="Form1" method="GET" runAt="server...

<label for="inpSearch">Search: </label>

<input value='<%=Server.HtmlEncode(

Request.QueryString["search"]) %>'

type='text' id='search' name='search'>

<input type="submit" />

</form>
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