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“ Attack Theory
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Direct Attacks
SECURITY

What are the Hackers doing?

BLOCKED
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Indirect Attacks S
SECURITY
Man in the Middle - e.g. Phishing
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Indirect Attacks

SECURITY
Malware — Mobile Devices — W-LAN

PASSED
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What is Social Engineering?
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What is social engineering?

COMPSS
SECURITY

SOCIAL
ENGINEERING

The clever manipulation
- of the natural human

S8 vendency 1o trust.




Numbers and Facts
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Phishing Website

SECURITY

84%

O Credentials Phished
O No result
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USB-Stick with Trojan Horse
SECURITY

2%

O Inserted

0 No response
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E-Mail with Trojan Horse
SECURITY

O Clicked
0O Not clicked
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Installing Access Point
SECURITY

100%

O Sucessfully installed

0O Access Denied

0%
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Social Engineering Overview

XI N d Impersonation Drive-by-Infection

Social Networks Baiting
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Compass Security Social
Engineering Testing Framework
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CSNC Social Engineering Framework

SECURITY

Deli
Trojan Horse

Z\

. . é : : : ) Tricking Employees
Phishing / Malicious Social Engineering
) Bypass Access
Website Framework Control
- ,

N/

Customer Specific
Cases
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Simple Phishing Website

SECURITY

= Moo

= Office Outlook Web Access

Security [ show sxplanatian )
Xy  This iz & public or shared computer

@ Thizisa private computer

Use Cutlook Web Access Light

Domain\user name:

E Connected to Microsoft Exchange

1 2007 Microsoft Corporation, All rights reserved,
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Simple Phishing Website explained

SECURITY

Email contains Phishing (2) Credentials are saved
Text and Link to on Phishing Server
Phishing OWA Server

RS

R\C Phishing OWA Server

O
0\\(\\1\0"\@6
O (3) Redirect to failed login
O ~©@
N C Page of real OWA
4\0;\\((\60\6
S

<¢— (4) Login failed Message———— [
(5) Victim tries again=—————;y- b

NS \
<¢— (6) Victims Inbox shown=—————
Company OWA
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Example of complex Phishing Site

SECURITY

User receives
Email with Link

/——> Install ﬂ

Yes

Attacker takes
control

Victim can’t decide

Credentials Video Page
—
entered shown

any more
No Yes
No /
4 Remote Shell
~ No J Download started
malicious Video
Codec
\_ 9 \
< No J
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Analysis of complex Phishing Sites

Sum sent Phising Mails
Clicked on Link in Email
Entered Credentials
Clicked on Video Page
Downloaded Video Codec

Installed Video Codec
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Analysis of complex Phishing Sites (2)

SECURITY

-~ Clicked on Link in Email '
Entered Credentials '
Clicked on Video Page f 0O Before Detection
O After Detection
Downloaded Video Codec I
Installed Video Codec '

0 20 40 60 80 100 120 140 160
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Indirect Attacks

SECURITY

Covert Channel
Delivery via USB-Stick

TN

7

" o, 3
W Koy p lh - AttaCker "Observes“

* the victim computer
Start via

r;/ Aldk htl&fv hl;I hh .XA:II" lieiet AUto-Sta rt
Company Network Internet
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USB-Stick explained

SECURITY
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e
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% www.csnc.ch
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Vietim 4 DNS Tunnel

Firewal @

N

Security Analyst
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Demo Deli - Trojan Horse USB-Stick

SECURITY

Demonstration of the Compass Security Deli Framework

Creating a Trojan Horse which opens a netcat listener and starts a PowerPoint
Presentation

Creating a USB-Stick with a Trojan Horse (U3 Autostart)
Demonstration of the USB-Stick — Remote Shell

LAN

Victim Attacker
192.168.100.20 192.168.100.10
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Live Demo [USB Trojan Horse]
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DNS Tunnel Test Suite

SECURITY

Simple Test

wihich can be download via DNS Tunnel and executed on
your client.
The following functions are executed:

( - @ Test konfigurieren The Simple Test demonstrates a selection of commands

e Cllery the content of your local hard disk ("dir c\")
e Launching Explorer
e Clllery network configuration (Mipconfig”)

JAdvanced Test )

Interactive Test

Tastsystem DME Tunnel Sarvar

Dwring the course of the tests you may selectivly disable
single commands.

After you have confirmed the commands the commands get
sent to the client and are executed.

ONS Tunnel Server 5 hisequently the client sends the command output to the
server which in turn displays the result as a web page.

N
i

Manage Files )

Delete Test Data

Testsystem DNS Tunnel Server
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DNS Tunnel Test Suite

SECURITY

5. Display Command Output Test Procedure

1. Command "dir'" was executed.

ooy rdir ™
Voluwe in drive C is WinXP

Voluwe Zerial MNunber is OCED-S5ZDC

Directory of o:b

o7.05.2009 09:31 1'024 .rnd 1 H |

04.05.2009 16:29 19 AUTOEXEC.EBAT — /| .

15.06.2005 06:59 <DIR= Conmpass LI | =T

2. Command "explorer” has been successiully executed. ' ' . -
. ) rnel e
eslsysiem

3. Command "ipconfig” was executed.

IP AAAress. o o v v 4 v e w4 . .t :I 5. Display Command Dutput

212.254.1758. 188

p=J¢ N

Subnet Mask . . . . . 0 0 0 0 . .
Z55.255.255.224 é"‘ f
Default GALETWAT « « « « « « = o « 1 1 _ T 1 “““““ =,
212.254.178.161 = = RIEER I
LI ——— kY g_
back to overview !
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Social Engineering Pitfalls
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Social Engineering Pitfalls

Technical Pitfalls
Firewalls
SPAM-Filter
URLs blocked
Virus Scanner
IDS
Wireless Strength

Organizational Ptifalls
System Administrator
Employees
Access Control
Legal
Bring somebody to shame

© Compass Security AG www.csnc.ch

SECURITY

Slide 29



“ Countermeasures
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But, you can protect your Company

Technical Countermeasures
Virus Scanner
Disable Autorun / USB / CD-ROM
Disable dangerous attachements in Emails
Firewalls / Content Filter / SSL-Split-Proxy
IDS
Protocol Sanitation (HTTP / DNS)
Limit user permissions
Secure WLAN

Organizational Countermeasures
Access Control
Security Zones
Educate Employees
Security Policies
Awareness Demo
Social Engineering Test
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SECURITY

Social Engineering Test Benefits

Compass Security AG Tel +41552144160
Werkstrasse 20 Fax +4155 2144161
Postfach 2038 team@csnc.ch

CH-8645 Jona www.csnc.ch




Social Engineering Test Benefits

Technical Infrastructure — Sufficient?

Incident Handling — Adequate?

Security Awareness Courses — Learning Success?
Tricking Employees — Impossible?

Security Processes — No Weak Points?

Access Control — Impenetrably?
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WWW.swisscyberstorm.com

4

SECURITY

"The new CarGame

)2 SWISS CYBER STORM 2011 cpatenge s inet e

INTERNATIONAL IT SECURITY CONFERENCE ~ Fohs o the 00 e m
12-15 MAY 2011 / SWITZERLAND /sh/z0EnyQV"

@swisscyberstorm via .

Speakers Impressions Sponsors

Download

WIN A CAR

A

CFP is now open

We are sesking for speakers @
SC53

PenTesting
Challenge

January 2011 CarGame
Challenge is running ...

Active Users

2526 registered uzers in
Hacking-Lab

Stefano Di Paola

Swiss Cyber Storm 3 Security Conference

We are pleased to organize the third edition of our international IT security conference on
the campus of the University of Applied Sciences (HSR) in Rapperswil from 12 to 15 May
2011. The event will last 4 days, featuring the Cyber Storm Briefings on Thursday and
Friday, and the Cyber Storm Wargames on Saturday and Sunday.

MEET
THE
GEEK

» Cyber Storm Eriefings

= Security Talks

= Prof. A. Gloor {USA)

* Raoul Chiesa (ITA)

+ Marc Henauer {MELANIY
+ Dr. Bruce Nikkel (UBS)

January 2011 CarGame
Challenge is online

Jan 7, 2011

Yiannis Pavlosoglou -
Protecting Web
Applications with Port
Knocking

Dec 16, 2010




www.hacking-lab.com SS
SECURITY

NINA  FORUM

Home

About | B
Partner & Sponsors Security Events

Swiss Cyber Storm 2 Running Events

Swiss Cyber Storm 3

Remuote Security Lab Startdate Abstract Case Location Status Pricing
: ' ol '
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Internet
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Dont have an unt? e Habll-

1 -~ = —~ b~
ming cvents

Startdate Abstract Case Location

2011-05-12 [




7

F

www.hacking-lab.com

PUBLIC PORTAL

Firgwall 1

\E b
S

www hacking-lab.com

Hacking-Lab Remote



)
-
Q
]
)
)
-
o

SECURITY

Slide 37

www.csnc.ch

© Compass Security AG




Thank you!

COoMmPsSs
SECURITY

Thank you very
much for your
attention!




Contact
SECURITY

Compass Security Network Computing
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Resources SS
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Mitnick, Kevin David, The art of deception: controlling the human element of
security, Wiley, 1 edition October 4, 2002

Social Engineering — Test Cases — v2.0, Compass Security, Rapperswil second
edition June 9th, 2009
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