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Attack Theory
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What are the Hackers doing?

Direct Attacks

BLOCKED
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PASSED

BLOCKED



Man in the Middle – e.g. Phishing

Indirect Attacks
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Malware – Mobile Devices – W-LAN

Indirect Attacks
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PASSED



What is Social Engineering?
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What is social engineering?
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Numbers and Facts
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Phishing Website

84%
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16%

Credentials Phished

No result



USB-Stick with Trojan Horse

72%
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28%

Inserted

No response



E-Mail with Trojan Horse

93%
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7%

Clicked

Not clicked



Installing Access Point

100%
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0%

Sucessfully installed

Access Denied



Social Engineering Overview

Social Networks Baiting

Drive-by-InfectionImpersonation
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Compass Security Social 
Engineering Testing Framework
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Engineering Testing Framework



CSNC Social Engineering Framework 

Social Engineering Phishing / Malicious 

Deli
Trojan Horse

Tricking Employees
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Social Engineering 
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Simple Phishing Website

© Compass Security AG Slide 17www.csnc.ch



Simple Phishing Website explained
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Example of complex Phishing Site

User receives 
Email with Link

Click

Login

Phishing Site 
opened

Video Page 
shown

Yes
Credentials

entered

Install

Yes
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Click

View

Download 
malicious Video 

Codec

No
No

Yes

No

Attacker takes 
control

No

Remote Shell 
started

Victim can’t decide 
any more

Phishing Website Malware



Analysis of complex Phishing Sites

Entered Credentials

Clicked on Link in Email

Sum sent Phising Mails
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Analysis of complex Phishing Sites (2)

Entered Credentials

Clicked on Link in Email
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After Detection



Covert Channel

Indirect Attacks

Delivery via USB-Stick
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InternetCompany Network

Start via 

Auto-Start

Attacker „observes“ 

the victim computer



USB-Stick explained

www.csnc.ch

NetCat Remote Shell
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Victim 

Firewall

IEPost

Security Analyst

DNS Tunnel



Demo Deli  - Trojan Horse USB-Stick

� Demonstration of the Compass Security Deli Framework
� Creating a Trojan Horse which opens a netcat listener and starts a PowerPoint 

Presentation
� Creating a USB-Stick with a Trojan Horse (U3 Autostart)
� Demonstration of the USB-Stick – Remote Shell
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Live Demo [USB Trojan Horse]
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DNS Tunnel Test Suite
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DNS Tunnel Test Suite
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Social Engineering Pitfalls

Tel +41 55 214 41 60
Fax +41 55 214 41 61
team@csnc.ch  
www.csnc.ch

Compass Security AG
Werkstrasse 20
Postfach 2038
CH-8645 Jona



Social Engineering Pitfalls

� Technical Pitfalls
� Firewalls
� SPAM-Filter
� URLs blocked
� Virus Scanner
� IDS
� Wireless Strength
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� Organizational Ptifalls
� System Administrator
� Employees
� Access Control
� Legal
� Bring somebody to shame 



Countermeasures
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But, you can protect your Company

� Technical Countermeasures
� Virus Scanner
� Disable Autorun / USB / CD-ROM
� Disable dangerous attachements in Emails
� Firewalls / Content Filter / SSL-Split-Proxy
� IDS
� Protocol Sanitation (HTTP / DNS)
� Limit user permissions
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� Secure WLAN

� Organizational Countermeasures
� Access Control
� Security Zones
� Educate Employees
� Security Policies
� Awareness Demo
� Social Engineering Test



Social Engineering Test Benefits
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Social Engineering Test Benefits

Technical Infrastructure – Sufficient? 

Incident Handling – Adequate?

Security Awareness Courses – Learning Success?
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Security Awareness Courses – Learning Success?

Tricking Employees – Impossible? 

Security Processes – No Weak Points?

Access Control – Impenetrably?



www.swisscyberstorm.com
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www.hacking-lab.com

© Compass Security AG Slide 35www.csnc.ch



www.hacking-lab.com
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Questions
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Thank you very 
much for your 
attention!

Thank you!
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attention!



Contact

Compass Security Network Computing

Werkstrasse 20

Postfach 2038

CH - 8645 Jona

team@csnc.ch | www.csnc.ch | +41 55 214 41 60

Secure File Exchange: www.csnc.ch/filebox 

PGP-Fingerprint:
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Resources

� Mitnick, Kevin David, The art of deception: controlling the human element of 
security, Wiley, 1 edition October 4, 2002 

� Social Engineering – Test Cases – v2.0, Compass Security, Rapperswil second 
edition June 9th, 2009
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