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B Operating System: Windows 2000
B Service-Pack: SP2

B User: user2

B Group: Users

B How does an attacker get
administrative rights on a host?
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B Type of attack
m Privilege Escalation
= Gain system privileges as an ordinary user

= Problem
= Design Flaw in the Windows API
= Can not easily be fixed by Microsoft without changes in the API
= Has to be fixed by every Software Vendor as well!

= Local Exploit
= Interactive access to the system is required
= Console access
= Terminal Server or a remote admin tool such as pcAnywhere
s A friendly user
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B Windows Messaging
= Applications are controlled by messages

= Windows sends messages to inform about events

s Examples: Redraw Window, Copyé&Paste, Keyboard Input,
TCP/IP packet arrived, etc.

"5 Microsoft 5py-++ - [Messages (Window 00140164)] =1o1x|
Gl Soy Tree Search Wiew Messages ‘Window Help —18] x|

= Demo: Message EEREEEEEE

. . <0001 > OD1G029E P WH_KEVDOWN riiKey A’ cFlepeat 1 ScanCode:TE Esterded 0 fAIDowred Aepeat D lpD

M on ItO r M ic rosoft S py+ —}- | <00002> 0018029 P WM CHAR chCharCocks s (37) cRepeat 1 ScanCode:1E [Estended0 (AkDonn 0 iRepeat 0 lp:0
<0000 0018029 P WM _KEVUP riireya" cPlepeat:1 ScanCode:1E FEstended FAID owrsD fepeat:T Lip']
<00004) 0018029 P W KEYDOWN nivirey'B' cRepeat:1 ScanCode:30 E endedd D i&hDown 0 fRepeat0 p0

<00005) 001 8029E P WM _CHAR chCharCode-t' (38) cRepesk:| ScanCodk 2iDawn:0 Fepeat g0

<D0010> 001 8023 PwM_KEYDOWN rinKeyVK_LWwIN cRiepeat 1 SoanCade:5B {Extended1 iAIDawn:0 frepeat lip
<00071> 0018029E P wM_KEYDOWN inkey-VK_LwIN cRepeat 1 ScanCode:S8 (Extended1 1Down.0 [Repeat 1 ip:0
<00012> 0018023E PYwM_KEYDOWN ritKeyVK_CONTROL cRepeat1 ScanCode: 1D fE sendedd tAliDown0 FRepeatd fp:0
<0003 0018029E PwM_KEYDOWN ivinKey: V' CRepeat 1 ScanCode:2F (E xiended 0 iiDown0 fRepeat) ip

<000T4> 0018029E §

<00075> 0018029 R

<D00TE> 0018029E P WwM_KEYUP rivinkeyV* cRepeat:1 S canCode:2F fEstendsd 0 kD owniD fRepeat T fUp:1

<00017> 018029 P wM_KEYUP rivintKey:VK_CONTROL cRepeat 1 ScanCade:1D fExtended 0 (ARD owni fRepeat 1 fUp:1
<00072> 0018023E P wM_KEYDOWAN vinKey VK_RETURM cRiepeat1 ScanCode:1C IExtended 0 fAIDown 0 iRepeat D im0

M_PASTE
M_PASTE

<00013> 0018023E P wM_CHAR chCharCode ' [13) cRepeat1 ScanCode:1C Extended 0 fAkDown:0 fRepeat 0 fUp:
<00020> 0018023E P wM_KEYUP rivirtkeyK_RETURN cRepeat:1 ScanCode:1C fE xtended: 0 tAItDowr: 0 fRepeat 1 Upi1

« | |
For Help, press F1 I 4
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B Processes
Processes that only SYSTEM has access to

Processes that are created by the user

Processes that are created by SYSTEM, but live and can be
manipulated by the logged on user

=l

Demo:

Process Explorer | e

WINLOGON EXE

ClsEvces B 212
) svchontene 3

T Ourer
Caccass dered>

KT ALTHORITYASYSTEM 8 1

NT ALTHORITY\SYSTEM 1

KT ALTHORITYASYSTEM I

NT ALTHORITY\SYSTEM s s
Nr 8 m
KT ALTHORITYASYSTEM 8 13
NT ALTHORITY\SYSTEM 8 1z
Nr 8 am
KT ALTHORITYASYSTEM ) &
NT ALTHORITY\SYSTEM 8 1w
NT ALTHORITY\SYSTEM FEIEH
Nr 8 %
T 8 1m
5

I
0

P H. | Window Tite
o

0000001

Refresh Rater 1 second

CSNC Security Event 2003

(<’

(Tor-)tour de hack 1

33 y%@

UTING AG

B Design Flaw in Messaging

Any application can send messages to any other
application on the same desktop. Regardless whether one
application has permissions in the other application or not.

Source/Destination of messages is not verfied

Any message can be sent

Demo: WinVNC
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Win¥NC: Current User Properties

i~ Inceming Connections
[ Accept Socket Connectians

Disslay Mumbe : [0 M Ao

Password e

I=| Aiccept CORBA Cornestions
I~ Disable Remole Keyboard & Fointer
I Disable Lacal Keyhaard & Pointer

=)
oK
Bpply

I

- Update Handing

I Pol Foregiound Window oot

I~ Poll Window Linder Cursor

Foll Console
™ PallFul Sereen I findows Driy

- Poll On Event

d Only
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rIncaming Connections————————————— Ok,
V¥ Accept Socket Connections

IV duta

1. WinVNC runs as ,SYSTEM* gl i |1

Passwod: ™ Apply
3. Window-Handle

COREA Connections
I~ Aisable Remote Eeyboard & Painter

[~ Disable Local Keyboard & Pointer

r~ Update Handling /
Poll Console
™ Poll Full Screen i windows Drly
Poll On Event

¥ Poll Foregiound Window Received Orly

™ Pollwindow Under Cursoy

/
e it kb o= mmm—mm—m—m—m——m—m - I
2. Edit Box | <identifier><.................. nop slide....1I ............. ><shell code> !
e cccsccccerccccccccececca g cccec tcc s rccccrcrcccrccrcrcc e -
5. WM_PASTE (exploit code) 4. Modify size
6. Locate memory address 7. WM_TIMER (Callback address)

Callback address = Memory address + length(nopslide)/2
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B Demo: As a normal user

i t Windows 28HB [Uersion 5.80.2195]
C> Copylught 198520080 Microsoft Corp.

c:ntransfersshatter>ne —1p 123

Microsoft Windows 2808 [Version 5.80.21951
(C> Copyright 1985-28A@ Microsoft Corp.
C:“WINNT~system32>»

C: \HINNT\gygtem32>uhoami

whoami

NT AUTHORITY\EYSTEM

C:SWINNT“system32>

K

CSNC Security Event 2003 Page 8

Seite 4



G(,

Prevention

SECURITY

NETWORK COMPUTING AG

B How to prevent?

= Administrators:

Do not give more rights than necessary to your users
= Maintain a current patch level

Test the patches before deploying them!

Anti Virus ;-)

s Developers:
s Catch dangerous messages such as WM_TIMER
= Design applications and API’s carefully
= Think about security from design to delivery
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Questions ?
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Contact
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Compass Security Networking Computing AG
http://www.csnc.ch

Adrian Leuenberger
adrian.leuenberger-AT-csnc.ch

All slides are downloadable on our homepage next week.
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B The Ten Immutable Laws of Security

http://www.microsoft.com/technet/columns/security/essays/10imslaws.aps

Shatter Attacks — How to break Windows

http://security.tombom.co.uk/shatter.html

http://security.tombom.co.uk/moreshatter.html

A New Avenue of Attack: Event-driven system
vulnerabilities

http://www.isg.rhul.ac.uk/~simos/event _demo/
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