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°S§ Example: Trading System

[ ] [Client Computer| |Trader System NASDAQ
[ [

Send
I TradelD=123 I glaceShO;déar:
uy Shares:
|13:10 |

I
I
R Buying time: 17:00 I
| 113:10 R
TradelD=123 I p— I
Confirmation
Buy: Cisco Shares !413:12 !
Time]17:00 i‘ i\
Buyer: lvan Buetler | Do_Trader» 17:10 |
Amount: 100 | |
I




Example: Trading System

NETWORK COMPUTING AG
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Example: Trading System

NETWORK COMPUTING AG

Logfiles from
Trader and
NASDAQ

Logfile www.trader.csnc.ch Logfile NASDAQ

13:00: Receive: Deal from Ivan Buetler: TradelD=123 17:08: Receive: Deal from Trader: TradelD=123
13:10: Sending: TradelD=123 to NASDAQ 17:10: Place order (TradelD=123)
13:12: Receive: Confirmation NASDAQ: TradelD=123 | |17:12: Send Confirmation to Trader: TradelD=123

\/\\/_\




TSA - Time Stamping Process

time-stamp the hash ‘

‘ stores information

send TS
response

calculate hash
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Solution: Trusted Third Party

Client

Trader System| [NASDAQ TSA
| I

Deal(TradelD)

;I TSRequest(Orderi

Send
TradelD=123

\/_\

»

SResponse(qwe) |

T
Confirm(TradelD) !:
| I

I
>
I
I
I
| TSRequest(Confirm(TradeID))
i X
<
I
I
I
I

|
TSResponse(abc) |

|

|

1

Do_Trade :> I
. TSRequest(Trade !

1

|

| »

TSResponse(xyz)
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Solution: Trusted Third Party (TSA)

TSAResponse=qwe
TSAResponse = abc
TSAResponse=xyz

Lodfile www.trader.csnc.ch Lodfile NASDAQ

13:00: Receive: Deal from Ivan Buetler: TradelD=123 17:08: Receive: Deal from Trader: TradelD=123

13:10: Sending: TradelD=123 to NASDAQ 17:09: Send TSARequest(TradelD=123)

13:12: Receive: Confirmation NASDAQ: TradelD=123 | |17:09: Receive TSAResponse = qwe

13:13: Send TSARequest(Confirmation NASDAQ) 17:10: Send Confirmation to Trader: TradelD=123
13:14: Receive: TSAResponse = abc 17:11: Place order (TradelD=123)

17:12: Send TSARequest(Confirm(Stock))
17:12: Receive TSAResponse = xyz

\_/\

Solution: Trusted Third Party

TSA

Verify(qwe)
Verify(abc)
Verify(xyz)

Verification Response

A

gwe = 13:09 (NASDAQ)
abc = 13:13 (TRADER)
xyz = 17:12 (NASDAQ)
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TSA Specification
RFC 3161
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AS§ Time Stamping Authority

IETF created standards for TS Requests and
Responses in RFC 3161

Time-stamp is a digital attestation of the TSA that
an identified electronic document has been
presented to the TSA at a certain time.

TSA requirements
= Should be an independent entity
= Must use a trustworthy source of time
= Must include a unique ID for each time stamp

= Should only time-stamp a hash representation of
the given data

Verification requests are not yet standardised




Time Stamp Request

SUEOQQ;’%LEME

TS Request does not identify the requester, as this
information is not validated by the TSA

If the TSA requires identity of the requesting entity,
alternative identification / authentication means have to

be used

One of the major uses of TSA is to time-stamp a digital
signature to prove that the digital signature was created

before a given time

Time Stamp Request

SUEOQQ;’%LEME

Specification

TimeStampReq Type Condition
version Integer Must
hashAlgorithm Algorithmldentifier | Must
hashedMessage Octed string Must
reqPolicy TSAPolicyID optional
nonce Integer optional
certReq Boolean Default False
extensions optional




Time Stamp Request

Example TimeStampRequest

version V1

hashAlgorithm MD5

hashedMessage 4aal5eb88c96cee4c94b9f808813dd28
reqPolicy <empty>

nonce 19931121212 (64 bit integer)

certReq FALSE

extensions <empty>

Time Stamp Response

Specification: TimeStampResponse

TimeStampResponse Typ Condition
Status PKlstatus Must
Signature TSA Signature Must
TSA Response TSTInfo Must

Status informs if the TS Request was successfully processed or an
error occurred.

Signature and TSTInfo is present only if Status was ,,successful.”
Requesting entity must verify the validity of the signature.

The version above is simplified. Please refer to the appendix in
this slide presentation for the full structure




Time Stamp Response
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Specification: TSTInfo

TSTInfo Typ Condition
version Integer Must
policy TSAPolicylD Optional
hashAlgorithm AlgorithmlIdentifier  Must
hashedMessage Octed string Must
serialNumber Integer (160 bit) | Must
genTime GeneralizedTime |Must
accuracy Accuracy Optional
ordering Boolean Default False
nonce Integer Optional
tsa GeneralName Optional
extensions Optional
AS§ Time Stamp Response
REGURITY
Example TSTInfo
Example TSTinfo
version V1
policy <empty>
hashAlgorithm MD5
hashedMessage 4aal5eb88c96ceedc94b9f808813dd28
serialNumber 3312323 (160 bit)
genTime YYYYMMDDhhmmss.sssZ
accuracy millis=500
ordering FALSE
nonce 19931121212 (64 bit integer)
CN="TSA Compass Security",
tsa OU="TSA", DC="csnc.ch", DC="ch"
extensions <empty>




AS§ TSA Transport

There is no mandatory TSA transport mechanism

Proposed Mechanisms in RFC 3161
= E-Mail
s File-based
= Socket-based
s HTTP-based

AS§ TSA Transport

Time Stamp Protocol using E-Mail
Two MIME objects are specified as follows:

Content-Type: application/timestamp-query
Content-Transfer-Encoding: base64
<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>

Content-Type: application/timestamp-reply
Content-Transfer-Encoding: base64
<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>

MIME Type File Extension
application/timestamp-query .TSQ
application/timestamp-reply .TSR




.AS§ TSA Transport
ECURI

NETWORK COMPUTING AG

File-based Protocol

FTP timestamp.tsq
FTP timestamp.tsr

Socket-based Protocol

Network connection between client and server

Time-Stamp Protocol via HTTP
Two MIME objects are specified as follows.

Content-Type: application/timestamp-query
<<the ASN.1 DER-encoded Time-Stamp Request message>>

Content-Type: application/timestamp-reply
<<the ASN.1 DER-encoded Time-Stamp Response message>>

TSA Reference Installation

ECURI

NETWORK COMPUTING AG

Bundesamt fir Eich- und Messungswesen (Austria)

Seit 1. Okfober 2004 hat das BEV einen Zeifstempeldienst (ZSD) eingerichtet. Dieser Dienst
wird vorerst in Form eines Testbetriebes unter der Policy OID [1.2.40.0.10.0.4711] betrieben.

PKCS12 Datei

Server
(Oradle 14S) DB-
Server
(Oracle)

DB-
Server
25D- (Oracle)
Server
(Oracle 14S)

CNAY / Internet®

PKCS12 Datei Eichwesen

WPhase 1 2 Phase 2

Telefon: +43-1-21176-4307
A-1025 E
BEVY - Informationstechnik Schiffamisgasse 1

3 stephan guber@bev.gv.cl




TSA Applications

NETWORK COMPUTING AG

Source UNIZH.CH 2001

Adrian Harmann & PD Dr. Rolf Oppliger
http://www.ifi.unizh.ch/ikm/Vorlesungen/Sem_SichOl1/Hartmann.pdf

Finanzielle Institutionen (durch Online Banking, Geldtransfers, Hypotheken)
Bérsenhandel

Online-Auktionen

B2B-Geschéafte

Zahlungsauftrage

Gesundheitswesen

Sichere Email- und Dokumenteniibertragung

Digitale Signaturen und

Rechtsfirmen, Gerichte und Regierungsbiros (- elektronische Archivierung)

Digital attestation of forensic evidence of the time it was
gathered (presented to the TSA / Chain of Evidence)

Compass Event 2005

Proof of Concept - Demo

TSA Server & Client

FH Rapperswil — Applied Research
S. Meili and T. Hanselmann
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TSA Demo

_(of x|
Edit View Help
Checkin | |
ile(s) [ Hashaly [ Hashvalue | SaveTime |Checkedin ‘alid | State Add Fila(s)
CADocuments an sk MDE__ ohg 870...|0 undef [ ] [ BN ]
CiDocuments an sk |[SHA-T A he under i i i Remove
CADocuments an sk MDE  [oh8 870...|0 undef [ ] [ N ]
C \Documents an sk |[SHA-T ac| he undef
e
o s ]
© Compass
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TSA Demo

B TSA Response

Details

© Compass

of this Checkinobject

Informations:

=loix

Filepath: ClDocurents and Seftingsihacker! S\Desktopitsala bt

FileExists: . LastfileExists-Check:  11.10.2005 20:44:14

Filesize: 16 Bytes (16 Bytes) state: @l
SaveTime: 0 uncet

Hash-Informations.

Hashalgorithm: MD35 Hashed at; 11.10.2005 20:44:14 in Os
Hashvalue: 36121 a1 e 20kl 86T 30d3TOTEAAMC

TimeStamping-Informations

Checkin-State:
Valid:

StampingTime:

TSResponse: [

Signer:

Last error-msg:

ID: 100000000000000028753

Signing methode: shalWWithREAEnCryption

11.10.2005 21:40:15 20051011194015.654Z

[20101305730673111 3006035504031 308545353657 276657231 03008060355 |~
040b130165310c3002080355040a1 303687372310e300c0803550407 13057261
F07065310b30090603550408130273673100300306035504061 3026363020441
Iil 0070605200e030212300a060: 0d010f0481804%a1d958d54
A 43004302761 d3Mca5471 50066552923
656715606392600742944209033022¢20h31639003067507331 50/a375531 dbf2d|
lb5r0deae 1 dagan 3cehalied T99ebad4537He1 99arE 260 TrE99 367 02haad 1200 |
cHade3alii2] e7! faaaaaa’ 2ebficadde -

CN=TSS5etver, OU=|, O=hsr, L=rappi, 5=50, C=th




TSA Demo

Verification

SAClient - version: 1.1_01 =10l x|
Edit View Help

AFIEIEEIERE

Checkin i |

Verification-Parameters

[v] Hash-Value or File  [c36Mr21al e2ch] 827 30437075550 e | [mps [*][ open ]
[ Date  Time

[ ] TSResponse or path

mjET))

[Juser

start Verification
Result

Hashvalue | Hashal StampingTime SaveTime | Owner ] T5-ID.
MR iate. WD Ue Oct 11 21.40:15 CEGT 2008 - [Tobias Hanselmann (.| 100000000000000026758 | 2"
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TSA Attacks

NETWORK COMPUTI

Man in the Middle Attack
= Inadvertent or deliberate replays of requests
= Deliberate replays of response

Predictable Messages
» Financial transaction (recipient, currency, value)

Denial of Service Attack

Mitigation:
= Using NONCE (recommended in RFC)
= Use signed data as source for TSA request
= Failover, High Availability

Reference Replay Attack
» http://www.imc.org/ietf-pkix/old-archive-01/msg02236.html

Time Stamp Request

NETWORK COMPUTI

Signed Data as Source for TSA Requests

rExampIe TimeStampRequest

version V1

hashAlgorithm MD5

hashedMessage 4aal5eb88c96ceedc94h9f808813dd28
reqPolicy <empty>

nonce 19931121212 (64 bit integer)

certReq FALSE

lextensions <empty>

1) gpg --clearsign --output signature.asc /etc/hosts

2) gpg --verify signature.asc

gpg: Signature made Tue Oct 18 09:29:17 2005 CEST
gpg: Good signature from "Ivan Buetler

3) md5sum signature.asc
4aal5eb88c96cee4c94b9£808813dd28
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Conclusion
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AS§ Conclusion

TSA is a TTP (Trusted Third Party) and PKI extension
Time-stamp is a digital attestation of the TSA that an
identified electronic document has been presented to the
TSA at a certain time.

Use authentication for TSA requests

Allow anonymous verification

Use transport encryption

Create and use hash value of the signed message and NOT
the hash of the original message (identity protection)

Use NONCE in TSA request
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NETWORK COMPUTI

Discussion

GLARNISCHSTRASSE 7
POSTFACH 1671
CH-8640 RAPPERSWIL

Tel.+41 55-214 41 60
Fax+41 55-214 41 61
info@csnc.ch www.csnc.ch

(<

References

s“EcuksRl%

NETWORK COMPUTI

DigiStamp
digital notary
www.digistamp.com

OpenTSA
Patch for OpenSSL & Apache
www.opentsa.org

Ncipher
time stamping hardware (pdfProof)
www.ncipher.com

Governments (AU)
& Dept of Defence TSA
www.e-timestamp.com.au

Strong legal evidence
Certified, Audited, Reliable
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AS§ References
SECURITY

NETWORK COMPUTI

Hong Kong University
www.e-timstamping.com

UK Stamper (emails)
www.itconsult.co.uk/stamper.htm

Cryptomathic TSA services
www.cryptomathic.com/products/tsa_index.html

Bundesamt fur Eich- und Messungswesen (Austria)
http://www.cio.gv.at/it-infrastructure/timestamping/

http://byun.univ-tin.fr/timestamp.html

Adrian Hartmann und PD Dr. Rolf Oppliger UNIZH 2001
http://www.ifi.unizh.ch/ikm/Vorlesungen/Sem_SichO1/Hartmann.pdf

http://www.fags.org/rfcs/rfc2630.html
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Time Stamp Request

NETWORK COMPUTING AG

Specification

TimeStampReq Type Condition
version Integer Must
hashAlgorithm Algorithmlidentifier | Must
hashedMessage Octed string Must
reqPolicy TSAPolicyID optional
nonce Integer optional
certReq Boolean Default False
extensions optional
messagelmprint = hashAlgorithm + hashedMessage

(<

Time Stamp Request
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Example

Example TimeStampRequest

version V1

hashAlgorithm MD5

hashedMessage 4aal5eb88c96ceedc94b9f808813dd28
reqPolicy <empty>

nonce 19931121212 (64 bit integer)

certReq FALSE

extensions <empty>
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Time Stamp Response

NETWORK COMPUTI

Specification

TimeStampResponse | Typ Condition
status PKilstatus Must
timeStampToken _TimeStampToken |Conditional

TimeStampToken

TimeStampToken Typ Condition
contentType id-signedData Must
content SignedData Must
°S§ Time Stamp Response
e‘ SECURITY

SignedData -> SignerlInfos -> Signatures

SignedData ::= SEQUENCE {

version CMSVersion,

digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo|EncapsulatedContentInfo,|
certificates [0] IMPLICIT Certificateset OPTIONAL,
crls [1] IMPLICIT CertificateRevocationlists OPTIONAL,

signerInfos| signerInfos |}

Signature values are located in the[SignerInfo]signature field.

Also, signature values are located in the SignerInfo signature field

of countersignature attributes.

SignedData contains TSA signature of message




Time Stamp Response
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SignedData -> EncapsulatedContentinfo -> eContent

SignedData ::= SEQUENCE {
version CMSvVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo|EncapsulatedContentInfo,|
certificates [0] IMPLICIT Certjficateset OPTIONAL,
crls [1] IMPLICIT CertificateKevocationlLists OPTIONAL,

signerInfos| SignerInfos |}

|[EncapsulatedContentInfo|::=
eContentType ContentType,
[0] EXPLICIT OCTET STRING OPTIONAL }

SEQUENCE {

SignedData contains eContent = TSTInfo

Time Stamp Response

s'ECURsl%

NETWORK COMPUTI

eContent -> TSTinfo
= eContent shall be the DER-encoded value of TSTInfo

TSTInfo
TSTinfo Typ Condition
version Integer Must
policy TSAPolicylD Optional
hashAlgorithm Algorithmidentifier |Must
hashedMessage Octed string Must
serialNumber Integer (160 bit) | Must
genTime GeneralizedTime Must
accuracy Accuracy Optional
ordering Boolean Default False
nonce Integer Optional
tsa GeneralName Optional
extensions Optional
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Time Stamp Response
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Example TSTInfo

Example TSTinfo

version V1

policy <empty>

hashAlgorithm MD5

hashedMessage 4aal5eb88c96ceedc94h9f808813dd28

serialNumber 3312323 (160 hit)

genTime YYYYMMDDhhmmss.sssZ

accuracy millis=500

ordering FALSE

nonce 19931121212 (64 bit integer)
CN="TSA Compass Security",

tsa OU="TSA", DC="csnc.ch", DC="ch"

extensions <empty>




