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Introduction
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Client Computer Trader System NASDAQ

Example: Trading System

TradeID=123

Buy: Cisco Shares
Time: 17:00 
Buyer: Ivan Buetler
Amount: 100
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Send
TradeID=123

13:10
13:10

Place Order:
Buy Shares:

Buying time: 17:00

13:12
Order

Confirmation

17:10Do_Trade
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Example: Trading System

g Stock CISCO (freely invented!) 
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6 17:00

Buy Shares
Buying time: 17:00

17:10

Deal was done
17:10
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Example: Trading System

Logfile www.trader.csnc.ch

13:00: Receive: Deal from Ivan Buetler: TradeID=123
13:10: Sending: TradeID=123 to NASDAQ
13:12: Receive: Confirmation NASDAQ: TradeID=123

Logfile NASDAQ

17:08: Receive: Deal from Trader: TradeID=123
17:10: Place order (TradeID=123)
17:12: Send Confirmation to Trader: TradeID=123
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Which log ist 
trustworthy?

Logfiles from
Trader and
NASDAQ
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TSA - Time Stamping Process

calculate hash

time-stamp the hash
send TS
request

send TS
response

TSA

Client

DB

stores information
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Client Trader System NASDAQ TSA

Solution: Trusted Third Party

TSRequest(Order)

TSResponse(qwe)
Confirm(TradeID)

Deal(TradeID)

TSRequest(Confirm(TradeID))

TSResponse(abc)

TSRequest(Trade)

TSResponse(xyz)
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Do_Trade

Send
TradeID=123
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Logfile NASDAQ

17:08: Receive: Deal from Trader: TradeID=123
17:09: Send TSARequest(TradeID=123)
17:09: Receive TSAResponse = qwe
17:10: Send Confirmation to Trader: TradeID=123
17:11: Place order (TradeID=123)
17:12: Send TSARequest(Confirm(Stock))
17:12: Receive TSAResponse = xyz

Logfile www.trader.csnc.ch

13:00: Receive: Deal from Ivan Buetler: TradeID=123
13:10: Sending: TradeID=123 to NASDAQ
13:12: Receive: Confirmation NASDAQ: TradeID=123
13:13: Send TSARequest(Confirmation NASDAQ)
13:14: Receive: TSAResponse = abc

Solution: Trusted Third Party (TSA)

TSAResponse = abc
TSAResponse=qwe

TSAResponse=xyz
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17:08: Receive: Deal from Trader: TradeID=123
17:09: Send TSARequest(TradeID=123)
17:09: Receive TSAResponse = qwe
17:10: Send Confirmation to Trader: TradeID=123
17:11: Place order (TradeID=123)
17:12: Send TSARequest(Confirm(Stock))
17:12: Receive TSAResponse = xyz

Logfile www.trader.csnc.ch

13:00: Receive: Deal from Ivan Buetler: TradeID=123
13:10: Sending: TradeID=123 to NASDAQ
13:12: Receive: Confirmation NASDAQ: TradeID=123
13:13: Send TSARequest(Confirmation NASDAQ)
13:14: Receive: TSAResponse = abc
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Solution: Trusted Third Party

g Verification of Time Stamp

Verification Request

Verify(qwe)
Verify(abc)
Verify(xyz)

Verification Response

qwe = 13:09 (NASDAQ)
abc = 13:13 (TRADER)
xyz = 17:12 (NASDAQ)
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TSA Specification
RFC 3161
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Time Stamping Authority

g IETF created standards for TS Requests and 
Responses in RFC 3161

g Time-stamp is a digital attestation of the TSA that
an identified electronic document has been 
presented to the TSA at a certain time.

g TSA requirements
g Should be an independent entity
g Must use a trustworthy source of time
g Must include a unique ID for each time stamp
g Should only time-stamp a hash representation of 

the given data

g Verification requests are not yet standardised
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Time Stamp Request

g TS Request does not identify the requester, as this 
information is not validated by the TSA

g If the TSA requires identity of the requesting entity, 
alternative identification / authentication means have to 
be used

g One of the major uses of TSA is to time-stamp a digital 
signature to prove that the digital signature was created 
before a given time
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Time Stamp Request

g Specification

TimeStampReq Type Condition
version Integer Must
hashAlgorithm AlgorithmIdentifier Must
hashedMessage Octed string Must
reqPolicy TSAPolicyID optional
nonce Integer optional
certReq Boolean Default False
extensions optional
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Time Stamp Request

g Example
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Example TimeStampRequest
version V1
hashAlgorithm MD5
hashedMessage 4aa15eb88c96cee4c94b9f808813dd28 
reqPolicy <empty>
nonce 19931121212 (64 bit integer)
certReq FALSE
extensions <empty>
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Time Stamp Response

g Specification: TimeStampResponse

g Status informs if the TS Request was successfully processed or an 
error occurred.

g Signature and TSTInfo is present only if Status was „successful.“

g Requesting entity must verify the validity of the signature.

g The version above is simplified. Please refer to the appendix in 
this slide presentation for the full structure
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TimeStampResponse Typ Condition
Status PKIstatus Must
Signature TSA Signature Must
TSA Response TSTInfo Must
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Time Stamp Response

g Specification: TSTInfo

TSTInfo Typ Condition
version Integer Must
policy TSAPolicyID Optional
hashAlgorithm AlgorithmIdentifier Must
hashedMessage Octed string Must
serialNumber Integer (160 bit) Must
genTime GeneralizedTime Must
accuracy Accuracy Optional
ordering Boolean Default False
nonce Integer Optional
tsa GeneralName Optional
extensions Optional

1

2

3

4

5

6

© Compass Page 18

Time Stamp Response

g Example TSTInfo

Example TSTInfo
version V1
policy <empty>
hashAlgorithm MD5
hashedMessage 4aa15eb88c96cee4c94b9f808813dd28 
serialNumber 3312323 (160 bit)
genTime YYYYMMDDhhmmss.sssZ
accuracy millis=500
ordering FALSE
nonce 19931121212 (64 bit integer)

tsa
CN="TSA Compass Security",  
OU="TSA", DC="csnc.ch", DC="ch"

extensions <empty>
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TSA Transport

g There is no mandatory TSA transport mechanism

g Proposed Mechanisms in RFC 3161
g E-Mail
g File-based
g Socket-based
g HTTP-based
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TSA Transport

g Time Stamp Protocol using E-Mail
Two MIME objects are specified as follows: 

Content-Type: application/timestamp-query 
Content-Transfer-Encoding: base64 
<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>

Content-Type: application/timestamp-reply
Content-Transfer-Encoding: base64 
<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>

MIME Type File Extension 
application/timestamp-query .TSQ 
application/timestamp-reply .TSR
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TSA Transport

g File-based Protocol
FTP timestamp.tsq
FTP timestamp.tsr

g Socket-based Protocol
Network connection between client and server

g Time-Stamp Protocol via HTTP
Two MIME objects are specified as follows. 

Content-Type: application/timestamp-query
<<the ASN.1 DER-encoded Time-Stamp Request message>>

Content-Type: application/timestamp-reply
<<the ASN.1 DER-encoded Time-Stamp Response message>>
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TSA Reference Installation

g Bundesamt für Eich- und Messungswesen (Austria)
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TSA Applications

g Source UNIZH.CH 2001
Adrian Harmann & PD Dr. Rolf Oppliger 
http://www.ifi.unizh.ch/ikm/Vorlesungen/Sem_Sich01/Hartmann.pdf

g Digital attestation of forensic evidence of the time it was 
gathered (presented to the TSA / Chain of Evidence)
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Proof of Concept - Demo

TSA Server & Client

FH Rapperswil – Applied Research
S. Meili and T. Hanselmann
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TSA Demo

g Check-In (TSA Request)
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TSA Demo

g TSA Response

Details
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TSA Demo

g Verification
1

2

3

4

5

6

Compass Event 2005

GLÄRNISCHSTRASSE 7
POSTFACH 1671
CH-8640 RAPPERSWIL

Tel.+41 55-214 41 60
Fax+41 55-214 41 61
info@csnc.ch  www.csnc.ch

Attacking TSA
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TSA Attacks

g Man in the Middle Attack
g Inadvertent or deliberate replays of requests
g Deliberate replays of response

g Predictable Messages
g Financial transaction (recipient, currency, value)

g Denial of Service Attack

g Mitigation:
g Using NONCE (recommended in RFC)
g Use signed data as source for TSA request
g Failover, High Availability

g Reference Replay Attack
g http://www.imc.org/ietf-pkix/old-archive-01/msg02236.html
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Time Stamp Request

g Signed Data as Source for TSA Requests

1) gpg --clearsign --output signature.asc /etc/hosts

2) gpg --verify signature.asc
gpg: Signature made Tue Oct 18 09:29:17 2005 CEST
gpg: Good signature from "Ivan Buetler

3) md5sum signature.asc
4aa15eb88c96cee4c94b9f808813dd28

Example TimeStampRequest
version V1
hashAlgorithm MD5
hashedMessage 4aa15eb88c96cee4c94b9f808813dd28 
reqPolicy <empty>
nonce 19931121212 (64 bit integer)
certReq FALSE
extensions <empty>
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Conclusion
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Conclusion

g TSA is a TTP (Trusted Third Party) and PKI extension

g Time-stamp is a digital attestation of the TSA that an 
identified electronic document has been presented to the
TSA at a certain time.

g Use authentication for TSA requests

g Allow anonymous verification 

g Use transport encryption

g Create and use hash value of the signed message and NOT 
the hash of the original message (identity protection)

g Use NONCE in TSA request
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Discussion
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References

g DigiStamp 
digital notary
www.digistamp.com

g OpenTSA
Patch for OpenSSL & Apache
www.opentsa.org

g Ncipher
time stamping hardware (pdfProof) 
www.ncipher.com

g Governments (AU)
& Dept of Defence TSA
www.e-timestamp.com.au
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Details TSA
(without simplification) 
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Time Stamp Request

g Specification

g messageImprint = hashAlgorithm + hashedMessage

TimeStampReq Type Condition
version Integer Must
hashAlgorithm AlgorithmIdentifier Must
hashedMessage Octed string Must
reqPolicy TSAPolicyID optional
nonce Integer optional
certReq Boolean Default False
extensions optional
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Time Stamp Request

g Example

Example TimeStampRequest
version V1
hashAlgorithm MD5
hashedMessage 4aa15eb88c96cee4c94b9f808813dd28 
reqPolicy <empty>
nonce 19931121212 (64 bit integer)
certReq FALSE
extensions <empty>
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Time Stamp Response

g Specification

g TimeStampToken

TimeStampResponse Typ Condition
status PKIstatus Must
timeStampToken TimeStampToken Conditional

TimeStampToken Typ Condition
contentType id-signedData Must
content SignedData Must
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Time Stamp Response

g SignedData -> SignerInfos -> Signatures

g SignedData contains TSA signature of message
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Time Stamp Response

g SignedData -> EncapsulatedContentInfo -> eContent

g SignedData contains eContent = TSTInfo
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Time Stamp Response

g eContent -> TSTinfo
g eContent shall be the DER-encoded value of TSTInfo

g TSTInfo
TSTInfo Typ Condition
version Integer Must
policy TSAPolicyID Optional
hashAlgorithm AlgorithmIdentifier Must
hashedMessage Octed string Must
serialNumber Integer (160 bit) Must
genTime GeneralizedTime Must
accuracy Accuracy Optional
ordering Boolean Default False
nonce Integer Optional
tsa GeneralName Optional
extensions Optional
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Time Stamp Response

g Example TSTInfo

Example TSTInfo
version V1
policy <empty>
hashAlgorithm MD5
hashedMessage 4aa15eb88c96cee4c94b9f808813dd28 
serialNumber 3312323 (160 bit)
genTime YYYYMMDDhhmmss.sssZ
accuracy millis=500
ordering FALSE
nonce 19931121212 (64 bit integer)

tsa
CN="TSA Compass Security",  
OU="TSA", DC="csnc.ch", DC="ch"

extensions <empty>


