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Mail Message

From: your@nightma.re

To: admin@glockenemil.ch

Subject: !!! you are 0wned !!!

Your online system is compromised. We have all your customer 
information! If you wire $50’000 to our account, we will tell you 
how to fix your application.

Interested? Reply to this email.

Here some details for your confidence:

2323-4635-6767-8989ROBERT KOLLER

2323-5677-6767-8989FRANZISKA KNOBEL

Credit Card NumberName
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Introduction

g Questions to be answered:

g Is the attack plausible?

g What exactly has been stolen or compromised?

g When did the incident happen?

g How did the attacker steal the data or break in?

g Who is the intruder?
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Log File Analysis Issues
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Standard Log Data (Simplified View)

• Date/Time

• Source IP

• Date/Time

• Method

• URI

• Source IP

• Type

• Property

• Misc. Values

• [no logs]
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Log Data

g Example log file Apache (access_log)

192.168.200.199 - - [19/Oct/2005:16:15:38 +0200]
"GET /inputval_case3/inputval3/format.css HTTP/1.1" 200 814

192.168.200.199 - - [19/Oct/2005:16:15:35 +0200]
"GET /val/controller?action=showpage&page=navigate HTTP/1.1" 200 2012

192.168.200.199 - - [19/Oct/2005:16:15:38 +0200]
"POST /auth/login HTTP/1.1" 200 844
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Log Data

g Example log file Tomcat (catalina.out)

LOG: [ch.csnc.lab.appsec.shop.Controller] cartId: 12347

LOG: [ch.csnc.lab.appsec.ServerUtilities] 1 cookies received

LOG: [ch.csnc.lab.appsec.shop.Controller] GET request case: inputval3

LOG: [ch.csnc.lab.appsec.shop.Controller] action: products requested.

LOG: [ch.csnc.lab.appsec.shop.Controller] Enter Cookie Scenario

© Compass Page 12

Issues

g Issues while analyzing the log files:

g The log files are in completely different formats.

g There are no common keys to correlate the requests 
between the different log files.

g Not all necessary data is being logged.

g We can not answer our questions (when, what, how, who).
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Issues

g What do we need to correlate log files?

g Time needs to be synchronized on all machines involved.

g Every tier needs to write log files in a comparable format.

g One or more reliable primary keys must be present in each 
log file over all tiers.
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mod_log_forensic

g Apache module mod_log_forensic:

g Adds a unique identifier to every request

g Provides advanced logging

g Supported from Apache version 2.0.50

g Module dependency:
g mod_unique_id
g mod_headers
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g How to configure mod_log_forensic in Apache:

httpd.conf

mod_log_forensic

# Add Forensic ID to the Request Header for further usage in 
Application Server (mod_headers required)

RequestHeader append ForensicID "%{forensic-id}n"

# Extend the log format string by the forensic-id environment 
variable

LogFormat "%h %l %u %t %{forensic-id}n \"%r\" %>s %b 
\"%{Referer}i\" \"%{User-Agent}i\"" combined

# Set the logging option to use the combined format

Customlog /[path]/[your_logfile] combined
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Logging

g Steps to implement on application server (Tomcat)

g Logging needs to be implemented in the application
g extract and log header data
g write log AFTER filter BEFORE execution

g Never log confidential data like passwords 
or credit card numbers
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Logging

g Java pseudo-code log filter servlet

public void doFilter(ServletRequest request,
ServletResponse response)

{

logentry.sourceip = request.getSourceIP();
logentry.method = request.getMethod();
logentry.url = request.getRequestURI();
logentry.query = request.getQueryString();
logentry.session = request.getSession.getId();
logentry.headers = request.getHeaders();
logentry.params = request.getParameters();

//log the data
m_securityLog.log(date(), logentry);

//forward to the requested page
chain.doFilter(reqest, response);

}
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• Date/Time

• Source IP

• Date/Time

• Method

• URI

• Source IP

• Type

• Misc. Values

• [no logs]

• SSL ID

• Referer

• Agent

• SSL ID

• Session ID

• Unique ID

• Date/Time

• Source IP

• SSL ID

• Session ID

• Unique ID

• Values

• Login Time

• Login User

• Source IP

Log Data – Improved
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Conclusion

g Proper logging is essential to trace an attack.

g Log files need to be comparable.

g Every application needs to log its own data.

g There is no out-of-the-box solution to solve the logging 
issue.

g An overall plan is needed to implement efficient logging.

g Proper log files help to monitor the web infrastructure.
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Conclusion

g Take the following basic conditions into account:

g All server clocks needs to be synchronized with NTP.

g Local logging versus remote logging.

g Legal aspects of data privacy protection might influence 
your logging concept.
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Questions
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