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What is VoIP
= VOIP = Voice over Internet Protocol

= Or more generally:
"Transporting voice data over a data network"

Why use VoIP
= Use network synergies (data network already present)
» Use cheaper and worldwide networks
= New functionality (eg follow me, video conferences)
= Integrated services (Computer Telephony Integration)
= Be your own telephone company
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Protocols
= Signaling
» SIP/SIPS (Session Initiation Protocol)
= H.323 (ITU-T standard for multimedia on packet network)
= Skype (peer to peer network, proprietary)

= Media Transport

s RTP & RTCP, SRTP (Realtime Transport Protocol & Control
Protocol)

m SCTP (Stream Control Transmission Protocol)
= Skype

= Other Protocols
= RSVP, 802.1q (Resource Reservation Protocol)
= DNS (Domain Name System)
= ENUM (Electronic Numbering)
= STUN (Simple Traversal of UDP over NATSs)
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Implementations of VoIP-Clients
» Softphones (X-Lite, etc.)
= Hardphones (Cisco, Snom, etc.)
= Proprietary tools (Skype)
= Instant Messenger (NetMeeting/ICQ)

VoIP — Hype or Success
= VoIP already known for long time
= Problems with quality and functionality prevented break-
through
= Skype brought VoIP to the end user
= Mixed VoIP — POTS (Plain Old Telephone System) solutions in
trend
= In the near future
= Plain VoIP
= VoIP over Wireless
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Internal VoIP - Gateway to POTS
= Small to big companies
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Gateway to Gateway VolIP
= Worldwide companies
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SIP REGISTER message
REGISTER sip:192.168.100.48 SIP/2.0
Via: SIP/2.0/UDP 192.168.100.63:2051;branch=z9hG4bK-
2rlvmeapz73u;rport
From: "Walter (63)"
<sip:wsprenge(@192.168.100.48>;tag=e5r6pmdtijw
To: "Walter (63)" <sip:wsprenge@192.168.100.48>
Call-ID: 3c26700b5cc6-uqrugfrnxw39@snom360
CSeq: 2 REGISTER

Authorization: Digest
username="wsprenge" ,realm="asterisk" ,nonce="389ce7d2",
uri="sip:192.168.100.48" ,response="4014ae046dbdda08373

5efle5ccd4ac5" ,algorithm=md5
Expires: 600
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SIP INVITE

DNS Server 4. Lookup destination
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SIP IP Phone 6. Open RTP Stream SIP IP Phone
alice@source.com bob@target.com

AS§ SIP & RTP - Protocols
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SIP INVITE message

INVITE sip:bob@Rtarget.com SIP/2.0

Via: SIP/2.0/UDP pc_a.source.com;branch=z9hG4bKadfvy50
Max-Forwards: 70

To: Bob <sip:bob@target.com>

From: Alice <sip:alice@source.com>;tag=435043545
Call-ID: abcdadf435534@pc_a.source.com

CSeq: 4353455 INVITE

Contact: <sip:alice@pc_a.source.com>

Content-Type: application/sdp
Content-Length: 134

(session description would follow)
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SIP Methods (RFC3261)
= INVITE
= Initiate Sessions
s Change a Session state via re-INVITEs
= ACK
= Confirms session establishment
= BYE
= Terminates Sessions
= CANCEL

» Cancels an INVITE request sent by a client not already sent a
final response for

= OPTIONS

= Query another UA or a proxy server as to its capabilities
= REGISTER

= Binds permanent address to the current location

SIP & RTP - Protocols
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SIP Response Codes
= 1xy Information or Provisional - request in progress but not
yet completed
= 100 Trying
= 180 Ringing
= 181 Call is Being Forwarded
= 182 Queued
= 183 Session Progress
m 2Xy Success - the request has completed successfully
= 200 OK
= 3xy Redirection - another location should be tried for the
request
» 4xy Client Error
m 5xy Server Failure




AS§ SIP & RTP - Protocols
ECU

SECURITY

NETWORK COMPUTI

Functionality Problems
= NAT, Tunneling

= In traditional SIP/RTP, the phones must have a routable Internet
Address. The two phones will connect to each other directly for
the Voice Traffic (RTP)

= With Network Address Translation (NAT,PAT) and firewalls in
between, the connection will not succeed. Therefore,
workarounds have been invented: tunnelling of traffic, for
example STUN or X-Tunnel.

= Interoperability

= There were many problems with the interoperability of clients
(SIP / H.323) and partial implementations of these protocols.

n It seems that SIP will be the most used standard.

SIP & RTP - Protocols
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Quality Problems

m In POTS, the quality of the phone conversation is mostly
excellent, it does not matter if you phone your neighbour or
to another continent. The maximum delay of the spoken
word to arrive at the other end is defined to 150ms for a
good quality voice transmission.

= Jitter
= In IP networks, not all the packets take the same path. Some
packets are dropped or retained for a while. Jitter is the effect
when we have variations in packet assembling.

= Delay
= In order to prevent Jitter, the packet assembling logic will buffer
data packets. If the packets have too much Jitter, we have to

wait too long to be able to assemble the voice information
correctly.
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VoIP differences to POTS

» Decentralized infrastructure

= Client is part of the network. Logical functions are built into the
phone. In POTS, the logic is in the branch exchange.

= Network is managed by many different parties, not only by the
Telco provider

» IP protocol and networking are well known. In POTS, very
special know-how is required.

= VOIP is built on top of Internet Protocol, and inherits its
weaknesses.

= VOIP Protocol (SIP, RTP) was not designed for security.
Security has to be added.

= Data and Voice networks are shared. Data-network problems
affect Voice traffic.

= New technology with functional problems. In POTS, high
availability and excellent quality is state of the art.
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Threat Locations
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Threats to VoIP
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Attacking the Network

» VoIP Traffic (SIP/RTP) is transmitted in clear-text.
Eavesdropper can capture traffic information (who phones
who) and listen to conversations.

= VOIP traffic can be redirected or manipulated. Eg invalid
information/voice messages could be inserted.

= VOIP traffic could be disturbed. Tearing down connections,
delaying packets or deny phone service completely. Making
the service unreliable.

= SIP/RTP is based on UDP, which can easily be spoofed.

» BruteForce SIP Password (Challenge-Response)
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Attacking the VoIP Infrastructure (Proxies, PBX, Registrar)
= VoIP components are often based on well known operating
systems. If the systems are not adequately protected and

hardened an intruder could break into the system. IP based
attacks can be targeted against the VoIP infrastructure.
= VoIP components are a gateway from the POTS to the data
network. Weaknesses in the gateway would allow an
attacker to access the data network.
» If an attacker compromises VoIP Infrastructure, he could:
= Eavesdrop on conversations/connection statistics
= Deny service
= Redirect traffic to expensive nhumbers
= Listen to voice mails
= Capture SIP credentials
= Phone for free
= Modify dial plans

Threats to VoIP
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Attacking the VoIP Client
= Weak configuration of hardphone allows an attacker to
manipulate the phone. Security of computer running the
softphone is crucial.
= Read traffic information
= Listen to conversations
= Change phone behaviour
= Dial numbers, establish expensive connections (dialer)
= Deny service
= Capture login credentials
= Trojan/Virus could collect SIP credentials stored in registry

m The SIP credentials (username/password) are the key to
VoIP. But who wants to enter username and password before
he is placing a phone call? Credentials are always stored in
softclient or in hardphone memory!
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Other threats
= Availability

= Service is based on the data network. No phone calls can be
placed when there is:

* No electricity
* Network outages
* Network problems (DNS, Firewall, VoIP Infrastructure)

= When the computer network is down, how do you hold your
business up? With phone conversations?

= How do you call emergency numbers?

= Annoyances
= As real VoIP services do not cost, there will be much more SPAM
phone calls (called SPIT) as before.

= How about letting your phone ring at night? Think about a worm
that calls VoIP phones at random!
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General Recommendations

= No direct access to phones in company network from
Internet

= Be careful with softphones:
» Check password storage

= Phone conversation is on same network as computers if only one
network card is used!

= Write and save logs

= Use encrypted protocols (SIPS, SRTP)

= Use VLANSs to separate phones from data network
= VOIP phones are computers -> patch management

» Use Checklists to secure Installation
» Eg NIST: Security Considerations for Voice Over IP Systems

AS§ Recommendations

Securing VoIP Infrastructure
= Harden all VoIP operating systems
= Disable all unused services
= Disable unused phone interfaces (web, telnet)
= Use strong passwords to access components
m Use strong SIP credentials
= Use separate DHCP servers
» Use separate Windows domains
= Protect components in firewall zones
» Use SBC (Session Boarder Controller, VoIP Firewall)
= Use encrypted VPNs for Homeworkers
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AS§ Conclusion
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Securing a VolP based solution is not an easy task. It is essential
to understand the functionality of VoIP and to know the products
and features to be used.

Security requirements have to be defined before implementing
the solution. This may have remarkable impacts on the design
and the cost of the project.

VoIP is still in development. The same quality and security like in
POTS solutions has not been reached yet.
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POTS: Plain Old Telephone System
PSTN: Public Switched Telephone Network
ITSP: Internet Telephony Service Providers

NAT: Network Address Translation
PAT: Port Address Translation

VLAN: Virtual Local Area Network
VPN: Virtual Private Network

DHCP: Dynamic Host Configuration Protocol




