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Port scanner written by Gordon “Fyodor” Lyon
Phrack article: “The Art of Port Scanning” (1997)
Award winning, top 10 security tool

Featured in movies

15 core developers, many contributors




Nmap 4.85 BETA10 Changelog

MNmap 4.85BETA10 [Z009-06-12]

o Added 2CTP port scanhing support to Nmap. 2CTP iz a layer 4 protocol
used mostly for telephony related applications. Thiz bring=s the
following new features:

o ZCTP INIT chunk port scan (-2¥): open ports return an INIT-ACK
chunk, closzed ones an ABORT chunk. Thiz iz the ZICTP edquivalent
of a TCP 3¥N stealth scan.

o ZCTP COOEIE-ECHO chunk port =can [(-=2Z): open ports are =2ilent,
clozed ports return an ABORT chunk.

o ZCTP INIT chunk ping probesz [(-P¥): host discovery using 3CTP

INIT chunk packets=.

SCTP-gpecific IP protocol =scan (-0 -p 3ctp) .

SCTP-gpecific traceroute support [(——-Lraceroute).

The ability to uze the deprecated AdleriZ algorithm az specified

in RFC 2960 instead of CRCIZC frow RFC 4960 (——adler3Z).

o 42 well-known 3CTP ports were added to the nmwap-servicez file.

The =erwver scahnme.csne.ch haz been set up for wour 3CTP =can

tezating pleazure. But note that 3CTP doesn't paszs through most

NAT dewices. See http:/ffseclists.org nwap-dev/ 2009/ g2 /0669, htinl.

Part of the work on 3CTP support was kindly sponsored by

Compass Security AG, Switzerland. [Daniel Foethlisberger]
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SCTP Vulnerabilities: Solaris 10 SS
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CVE-2009-2486

Summary: Unspecified vulnerability in the SCTP implementation in Sun Solaris 10, and OpenSolaris before
nv_120, allows remote attackers to cause a denial of service {panic) via unspecified packets.

Dublished: 07/16/2009
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SCTP Vulnerabilities: Linux 2.6 ‘ SS
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CVE-2009-0065

Summary: Buffer overflow in net/sctp/sm_statefuns.c in the Stream Control Transmission Protocol {sctp)
mplementation in the Linux kernel before 2.6.28-git8 allows remote attackers to have an unknown impact via
an FWD-TSN {aka FORWARD-TSN) chunk with a large stream ID.

Published: 01/07/2009
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And the Oscar goes to ...
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Source: http://pwnie-awards.org/2009/

© Compass Security AG www.csnc.ch Slide 7




