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What is the main focus of the tests? 
[ ] Get to know all effective and potential vulnera bilities to 
    be able to improve the perimeter security. 
[ ] Showcase for awareness purposes. Thus, penetrat ion testers 
    must break-in and steal internal data. 
 
Check the steps you'd expect us to perform 
[ ] Information Gathering. Acquisition of the IP ad dresses and 
    domain-names of the customer's perimeter networ k based on 
    public information 
[ ] Visibility Scan. Identification of the accessib le systems 
    using network scanning techniques. 
[ ] Vulnerability Scan. Scanning and Internet resea rch to 
    locate weaknesses within the identified service s. 
[ ] Manual Hacking. Attacks on the services as an a nonymous 
    user. Exploitation of critical issues that coul d lead to 
    a denial of service condition will not be condu cted or only 
    if requested by the customer. 
[ ] Exploitation of critical issues. This could lea d to DoS 
    conditions or system break-down. 
[ ] Web Application Hacking. Verify if identified a pplications 
    are resistant to common application security th reats such 
    as SQL injection and cross-site scripting, etc.  
[ ] Indirect Attacks. A CD-Rom/USB stick containing  a Trojan 
    Horse (self-programmed) shall be sent to few pe rsons. 
    It will be tested whether the prevention method s such as 
    proxy, content-filter, Anti-Virus products or p ersonal 
    firewalls are effective. 
 
Check which of the following items you are going to  provide 
to the penetration testers. The items left unchecke d must be 
identified by the testing company itself. 
[ ] None 
[ ] Company names 
[ ] IP address ranges (subnets) 
[ ] IP addresses (hosts) 
[ ] A list of target persons for malware attacks  
 
Please give a rough estimate of the amount and scal e of the 
networks to be penetrated 
___ Approx. number of A-Class Subnets to be investi gated in 
___ Approx. number of B-Class Subnets to be investi gated in 
___ Approx. number of C-Class Subnets to be investi gated in 
___ Approx. number of expected hosts (+/- 20%) 
 
Please describe the artifacts you are going to expe ct: 
[ ] Non-technical management summary 
    Language (EN/DE): ____ 
[ ] Vulnerability table to be able to track issues.  The 
    weakness table must list all discovered issues and give 
    hints for elimination (technical language) 
    Language (EN/DE): ____ 
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[ ] Technical details on the performed tests. The a ppendix 
    must contain all test cases and test protocols to allow 
    the customer personnel to look up technical det ails and 
    to reproduce and retest vulnerabilities. 
    Language (EN/DE): ____ 
[ ] Non-technical management presentation. Presenta tion and 
    discussion of the results in a non-technical la nguage. 
    Language (EN/DE): ____, Location: ____________ 
[ ] Concluding technical discussion. Discussion of the  
    penetration test results and answering and reso lving of  
    open questions regarding the report. 
    Language (EN/DE): ____, Location: ____________ 
�
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Business Case of the Application 
-------------------------------- 
- Short description of the business case 
- Short description of the main use cases 
 
Coverage 
-------- 
[ ] Identify low-hanging fruits only 
[ ] Cover OWASP Top Ten 
[ ] In-depth analysis 
 
Check the items that must be tested (please complet e) 
--------------------------------------------------- -- 
[ ] Specific functionality only 
[ ] Traffic Encryption 
[ ] Session Handling 
[ ] Authentication 
[ ] Authorization and Access Control 
[ ] Input Validation and Output Encoding 
[ ] Transaction Safety 
 
Exposure 
-------- 
[ ] Application is reachable over Internet 
[ ] Application is reachable over Internet for part ner networks only 
[ ] Application is reachable within the internal ne twork only 
[ ] Application displays content from third-party c ontent providers 
[ ] Application makes use of third-party hosted scr ipts (eg. Google Analytics) 
[ ] Application provides back-office functionality 
 
Architecture Components 
----------------------- 
[ ] Network Firewall 
[ ] EntryServer, ReverseProxy, ApplicationLevelFire wall, WAF, SOAP Firewall 
[ ] Webserver, Presentation Server 
[ ] Business Logic Server 
[ ] Database SQL, XML-based, file-based 
[ ] Authentication Server (LDAP, AD, RADIUS, RSA AC E, RACF) 
[ ] Access to ERP Systems 
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Client Technology 
----------------- 
[ ] Plain HTML (no client logic) / Browser based 
[ ] Client Side Applet 
[ ] Client Side Flash 
[ ] Client Side ActiveX 
[ ] Java Fat Client (must be downloaded, installed)  
[ ] Windows Binary Client Application 
[ ] Rich Client: HTML with JSON/AJAX/Web2.0 
[ ] WebService/SOAP Client 
 
Application Complexity 
---------------------- 
[ ] Content is managed in a CMS 
[ ] 1-5 unique Input Forms/Dynamic Pages 
[ ] 6-20 unique Input Forms/Dynamic Pages 
[ ] 21-100 unique Input Forms/Dynamic Pages 
[ ] more than 100 unique Input Forms/Dynamic Pages 
 
Authentication 
-------------- 
[ ] Only anonymous users (public access) 
[ ] Username/Password authentication with self-regi stration 
[ ] Username/Password authentication (managed) 
[ ] User/Pass/OTP, mTAN, challenge-response, time-b ased, SecurID 
[ ] Client certificates (Soft-Cert) 
[ ] SmartCard 
 
Role-Concept / Authorization 
---------------------------- 
[ ] Only one role 
[ ] Users/Admins 
[ ] Different roles (2-4 roles) 
[ ] Fine grained role concept (many different roles ) 
[ ] 4-eyes principle implemented 
[ ] 6-eyes principle implemented 
 
Frameworks, APIs, Technologies 
------------------------------ 
- name all APIs, Plug-ins, Libraries and Technologi es you use 
  e.g. Struts, Seam, JSF, Spring, Symfony, Apache X erces, jQuery, AJAX, 
  JSON, Google Web Toolkit... 
 
Language 
-------- 
- Java, C++, C#, Visual Basic, Cobol, Ansi C, Pasca l, PHP, Ruby, Perl, 
  Python, JavaScript, ActionScript 
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Business Case of the Application 
-------------------------------- 
- Short description of the business case 
- Short description of the main use cases 
 
 
Functions and Services 
---------------------- 
- Is there a login page? 
- Are there different roles (authorization levels)?  
- If there are different roles: how many? 
- Are there any third-party service that the applic ation connects to? 
- Is there any backoffice functionality? 
 
 
Check the items that must be tested (please complet e) 
--------------------------------------------------- -- 
[ ] Authentication 
[ ] Authorization 
[ ] Input Validation 
[ ] Output Encoding 
[ ] Database Access 
[ ] Race Conditions 
[ ] Transaction Safety 
[ ] Encryption Routines 
[ ] Integrity Check Features 
[ ] Secure Programming Practice 
 
 
Language 
-------- 
- Java, C++, C#, Visual Basic, Cobol, Ansi C, Pasca l, PHP, Ruby, Perl, 
  Python, JavaScript, ActionScript 
 
Frameworks, APIs, Technologies 
------------------------------ 
- name all APIs, Plug-ins, Libraries and Technologi es you use 
  e.g. Struts, Seam, JSF, Spring, Symfony, Apache X erces, jQuery, AJAX, 
  JSON, Google Web Toolkit... 
  
 
Total Lines of Code (TLoC) 
------------------------- 
+/- 10% 
 
Estimated Lines of Code subject to review 
----------------------------------------- 
e.g. 10% of TLoC 
�


